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L Introduction 

On 27 August 1984, in a hotel room in Amsterdam, 

Thea Pumbroek died. She had taken a cocaine overdose. For 
much of her life Thea had been involved in the production 
of pornographic videos and her death occurred while she 
was yet again under the camera. Nobody remembers her. 

The records of her death appear to have vanished. Even on 
the Internet she has left no trace. Her humanity has been 
effaced. Thea Pumbroek was 6-years-old. * 1 

Child pornography 2 is among the most heinous of crimes: it is the 
permanent record of physical, sexual, and psychological abuse of a young, 
helpless human being. Its victims come from a variety of circumstances. 
Some are victims of child sex trafficking, but most are abused by family 
members or family friends. Often, they are plied with drugs and alcohol 
to lower their resistance. Frequently, the photographs and videos pro¬ 
duced are used to silence the victims or to force them to submit to 
repeated abuse. The trauma to the victim is felt both in the near and long 
term. The immediate effects are bruises, cuts, and sexually transmitted 
infections. The long term effects include psychological problems, feelings 
of hopelessness and worthlessness, and drug and alcohol addiction. Society 
also pays a significant cost for the crime of child pornography. 

Child pornography, which was nearly eliminated until the advent of 
the Internet in the early 1990s, has become a massive problem of global 
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scale. There are an estimated fourteen million child pornography web¬ 
sites' with more than 20,000 images of child pornography posted each 
week. Not only is it a “cotton industry" supported by pedophiles, but it 
lias also developed into a profit-driven enterprise with profit estimates 
ranging up to twenty billion dollars annually." In addition, despite 
increased legislative attention and greater law enforcement efforts, the vol¬ 
ume of available child pornography continues to grow. Reports of child 
pornography to the National Center for Missing and Exploited Children’s 
CyberTipLine increased from 3,267 reports in 1998 to 106,119 in 2004— 
more than a thirty-fold increase/' 

As Internet child pornography is a growing problem for both society 
and law enforcement, it warrants significant scholarly attention. This arti¬ 
cle represents a comprehensive overview of Internet child pornography 
distribution. Section II will examine western tolerance towards child por¬ 
nography, particularly in the 1970s, and the harms caused by child por¬ 
nography to both victims and society. Section III will discuss development 
of laws that criminalize child pornography and those laws’ constitutional 
underpinnings. Section IV will survey law enforcement agencies’ and pri¬ 
vate actors’ methods and efforts to rein in this material and the peculiar 
challenges Internet child pornography distribution poses to law enforce¬ 
ment agencies. 

Ultimately, this article will demonstrate that current laws and 
enforcement strategies are insufficient to suppress child pornography pro¬ 
duction and distribution. Despite our legislatures’, courts', and police 
officers’ best efforts, child pornography flourishes in the Internet under¬ 
world. Tweaks of current law and increased funding are merely band-aid 
measures. vV hat are needed are innovative and aggressive ideas that signifi¬ 
cantly suppress child pornography distribution (and thus child pornogra¬ 
phy production). Near the conclusion of this article, Section V will 
advance the following four aggressive proposals for significantly curtailing 
distribution of Internet child pornography: (I) create an exemption in 
federal law for viewing child pornography for “legitimate research pro¬ 
poses; (2) classify so-called juvenile “self-produced child porn” a low level 
misdemeanor and, correspondingly, make such material a lower priority 
for law enforcement investigation and prosecution; (3) impose tort liability 
on Internet Service Providers for failing to take action against child porn 
on their networks when they have actual knowledge of its presence; and 
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(4) decriminalize “hacking” of computers used by Internet pedophiles tor 
trafficking child pornography. 

This article asserts that law enforcement’s goal ought to be the virtual 
elimination of child pornography distribution in the United States. The 
aforementioned recommendations will further that goal by increasing our 
knowledge of child pornography production and distribution. The col¬ 
lected information will assist policymakers in implementing better 
enforcement and treatment strategies. Further, the recommendations will 
concentrate our limited investigatory and prosecutorial resources on the 
most serious offenders. Finally, the recommendations will alter our 
enforcement paradigm from reactive policing, which focuses on punish¬ 
ment of individual offenders, toward proactive policing that seeks to radi¬ 
cally disrupt the Internet child pornography subculture and distribution 

network. 


II. The Problem of Internet Child Pornography 

A. Tolerance of Adult-Child Sex and Child Pornography through the 

1960s and 1970s 

It may be surprising to contemporary western readers, who live in a 
society that almost universally condemns pedophilia and child pornogra¬ 
phy, that child pornography had long been tolerated. In fact, it is a rela¬ 
tively modern development for the law to treat pre-teens and teenagers as 
children: it was not until the 1880s that the age of consent in America was 
raised from ten years of age.' Indeed the concept of an in-between 
period existing between childhood and adulthood, known as adolescence , 7 8 
did not develop until the early twentieth century. 9 10 Professor of History, 
Philip Jenkins, observed that erotic accounts of adult-child sex were com¬ 
monplace in nineteenth century literature; Victorian era photographs and 
prints of young teenagers and pre-pubescent children also existed,''' Thus, 
legal prohibitions against what we now consider adult-child sex are a rela¬ 
tively recent development; particularly, the laws developed in the last forty 

years proscribing child pornography. 

While adult sexual interest in teenagers was technically legal (depend¬ 
ing on the age), it was not seen as a problem until a backlash against the 
perceived sexual excesses of the 1960s and 1970s arose. Indeed, the word 
pedophile , (derived from the Greek words pedeiktos for young children and 
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merriarn-webster.com/dictionary/adolescence (201 (.) 
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liha for love), did not appear in dictionaries until 1973. 11 During this 
time, laws and attitudes among some were even further relaxed, O’Donnell 
and Milner observed that: 

The sexual revolution of the mid-1960s, marked by the 

/ 

availability of effective methods of birth control and open¬ 
ness to sexual expression and variation, heralded a bur¬ 
geoning demand for pornography .... Reflecting this 
change in attitude, most Western European countries relaxed 
their censorship laws and there was a narrowing of what was 
perceived to be obscene. 12 

During this radical time, Denmark was the epicenter of western tolerance 
of child pornography; in 1969 the Danish government legalized the pro¬ 
duction of all types of pornography. * 1 With the sanction of law, the child 
porn trade thrived and no one did it better than Willy Strauss. Strauss. 

-i 1 

along with his wife Leila, became one of the world’s largest sources of 
commercial child pornography. 14 During the 1970s Strauss published 
more than 1,500 magazines. 15 Another Danish company, Rodox/Color 
Climax Corporation, also made a profound impact on the trade. This 
company produced the now infamous Lolita film series between 1971- 
19/9. " There are at least thirty-six of these films which mostly involve 

- j 

young girls between the age of seven and eleven (some even younger).' 7 
These videos were typically ten minutes in length and usually depict men, 
but sometimes women or other children, sexuallv abusing voung female 
victims. 1 ' These films became so popular that the name Lolita is now a 
slang term that pedophiles use to describe young, attractive girls. 1 ' The 
magazines published by Strauss and the videos produced by Rodox/Color 
Climax continue to be at the core of many pedophiles’ child pornography 
collections T 

America also felt this profound change in attitudes. In a move that 
most would consider incredible today. President Lyndon 13. Johnson’s 
Commission on Pornography and Obscenity determined that the nation 
would be best served by repealing all laws that restrict the distribution of 
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obscene materials. 21 In the U.S., materials clearly advertised as child por¬ 
nography became widely available for purchase in stores. 22 Sexual attitudes 
became so relaxed during this period that some pedophiles felt the time 
was right to organize and push for legalization of adult-child sex. In the 
United Kingdom, the Pedophile Information Exchange (PIE) was formed 
in 1974 to campaign for acceptance and understanding of pedophilia; the 
North American Man/Boy Love Association {N.A.JVLB.L.A.) was 
founded in 1.978 in the United States with similar goals." Contrasting 
contemporary' attitudes towards pedophilia, O’Donnell and Milner write, 
“While exposure led to intimidation and loss of employment for PIE 
members, these groups received an unusual level of tolerance compared to 
what they could expect in today’s society. . . - This was a time when those 
with a sexual interest in children became emboldened and assertive." 24 
Investigative journalist Tim date, in his influential 1990 book, wrote that 
the period from 1969 through 1979 was a “ten year madness;” during 
which the production and distribution of child pornography flourished 

around the globe. 25 

CD 

Starting in the mid-1970s, feminist groups and, as described by Jen¬ 
kins, “decency campaigners” began pushing back on the liberal sexual atti¬ 
tudes of the 1960s and 70s. 2(1 The feminist movement in particular brought 
public awareness to child sexual assault by exposing the crime of incest as a 
widespread problem. 27 Further, decency campaigners were successful in 
juxtaposing all types of pornography and sexual deviancy, causing wide¬ 
spread public backlash against the liberal attitudes towards obscenity and 
child pornography of the past decade. 2H Congress and state legislatures 
passed statutes specifically targeting child pornography as a crime, distinct 
from obscenity, by the late 1970s. 29 The open trade era of child pornogra¬ 
phy and relaxed attitudes towards adult-child sex had come to an end. By 
1986, most of the traditional methods of distributing child pornography 
were shut down. 29 

But as one era ended, another was born. Pedophiles on the cuttin 
edge of technology (which, as will be shown in Section IV, is a recurrin 
theme with Internet pedophiles) began using interconnected computer 
networks, now known as the Internet, to distribute child pornography 


21. OT)onn ell & Milner, supra n. 1, at 7 (the Commission’s recommendations were 
later rejected by the Senate). 

22. Id. at 8. 

23. Id. at 9, 11. 

24. Id. at 10. 

25. Tim Tate, Child Pornography: An Investigation 40-41 (Methuen 1990). 

26. Jenkins, supra n. 7, at 32-33. 

27. O’Donnell & Milner, supra n. 1, at 15. 
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29. Id. at 17. 
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Particularly popular were "bulletin board systems" (BBS’s), which allowed 
a modem-connected computer to dial in the system, read and post 
messages, and download software—including images. 51 These systems. 


a 


extremely complex to use though primitive by today’s standards, were 
preview of what was to come. An Internet pedophile wrote in 
“'Where were most of you twenty years ago? It was an exciting time 
online. With the development of graphic user interfaces that made it 
easier for non-computer experts to use computers and access the 
internet," in combination with dramatic decreases in the cost of computer 
memory and dramatic increases in Internet-access speeds, the child por¬ 
nography subculture reemerged as a global epidemic by the iate 1990s and 
2000s. 


B. Han ns Caused by Child Pornography 


Some may ask, as O’Donnell and Milner rhetorically asked, '‘Why 
does it matter?” 1 It matters because child pornography inflicts enormous 
physical, psychological, and emotional harm on its child victims. In addi¬ 
tion, it damages society as whole as child pornography spawns further 

child pornography and the commiserate abuse of children involved in its 
production. 


1. Harms to Victims 


hirst, child pornography is produced through the exploitation of chil¬ 
dren. It is important to understand that we are not merely talking about 
materials that are “close calls” or “borderline” illegal. According to Pro¬ 
fessor Mary Craw Leary, “The misconception that these materials are sim¬ 
ply ‘borderline’ images of youthful appearing older teens has no place in 
any dialogue about child sexual exploitation. Such is not reality. Child 
pornography is the depiction of children, often as young as toddlers, 
engaged in “sexually explicit conduct.’”" Child pornography varies in 
terms ot the victims’ age and in the heinousness of the material. In his 
book, Child Pornography: An Investigation , Tate succinctly described the 
content contained in a range of child pornographic materials: 

T he pictures, films and tapes range from revealing stills of 
naked children, through more explicit shots of their genitalia 
thumbed apart, to the recording of oral, anal and vaginal 

intercourse. 


32. Id. at 25. 

33. Id. at 46. 

34. O Donnell & Milner, supra n. 1, at 64. 
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Commonly the children are required to have sex with 
other youngsters as well as with adults (both male and 
female). Frequently they are made to urinate on each other 
or their abusers. Almost invariably their faces, chests or gen¬ 
italia are coated in semen when the adult men ejaculate over 
them. Occasionally they are photographed having sex with 
an animal. 36 


Clearly this is a graphic account and is not included for sensationalism. In 
order to understand the problem posed by child pornography, the reader 
must be aware of the nature of the images and the underlying abuse 
inflicted on victims. As Professor Leary wrote, “Whenever discussing 
child pornography, it is essential to understand exactly the severe content 
of these materials.” 37 Obviously, the victim of such abuse is exposed to 
physical, psychological, and emotional harm. The immediate health 


effects from sexual abuse include bruises, welts, and fractures; longer term 
health risks include sexually transmitted infections, substance abuse, and 
self-destructive impulses. 3K The emotional damage can long outlast any 
physical damage. One researcher who interviewed 100 boys and girls who 
had been coerced into participating in the production of child pornogra¬ 
phy made this assessment: 


Even when the scars heal their ability to trust others remains 
seriously impaired, and . . . the long term impact is more 
debilitating than the immediate effects, akin to a form of 
“psychological paralysis.” They come to believe that they are 
worthless and this is a state of mind that proves resistant to 
change. Nightmares and flashbacks act as painful reminders 
of the traumatic events. 39 


Further, the harm of the sexual and physical abuse is exacerbated by the act 
of photographing or video capturing the act. One victim recounted her 
experience: 

It was harder than the physical and sexual abuse because 
there wasn’t any fighting or struggling to keep me distracted 
I would try to go numb or disappear but no matter how hard 
I tried I couldn’t. . . . After it was over and 1 would go 
home I was always worried and scared where those pictures 
would wind up, and who would see me, I still have those 
same concerns at age thirty. 40 

c? j 
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This account demonstrates that during the act of sexual abuse, recording 
the abuse aggravated the pain and humiliation immediately felt by the vic¬ 
tim. It is clear that the production of this abuse can be severely damaging 
to a victim, and the deleterious effect can last for many years after the 


j j 



Second, the previous account brings the next point: child pornogra¬ 
phy creates a permanent record of the abuse, which may trouble victims 


for the rest of their lives, 
toric case of New York v. 


As explained by the Supreme Court in the his- 
Ferher. 


[Pjornography poses an even greater threat to the child vic¬ 
tim than does sexual abuse or prostitution. Because the 
child’s actions are reduced to a recording, the pornography 
may haunt him in future years, loner after the original mis- 
deed took pi ace. A child who has posed for a camera must 
go through life knowing that the recording is circulating 
within the mass distribution system for child pornography. 41 


Experts in this area frequently argue that the child victim is revictimized 
each time the material is viewed for sexual purposes. Victims must live 
with the knowledge that their image is being used to stimulate thousands 
of adult men and women. This knowledge aggravates the original trauma. 

Another harm that child pornography causes children is that these 
materials are used to keep victims from reporting about the abuse or to 
force them into further sexual exploitation. The United States Depart¬ 
ment of justice recognized the dangers of child pornography by stating: 
“Child pornography is frequently used by molesters as an affirmative tool, 
either to silence their victims, [orj to blackmail them into further 
exploitation . . . , tM2 

Child pornography is used to harm future child victims as well. First, 
it is established overwhelmingly that these images are used to “groom” 
future victims. Often child molesters and producers of child pornography 
show these materials to future child victims to desensitize them and lower 
their inhibitions. 4 ' Further, child pornography is an effective grooming 
tool because these pictures often show children smiling and appearing as if 
they enjoy themselves: 


A common characteristic of child pornography is that the 
subject is generally smiling; it is rare to see pornographic 
photographs of a child in distress. Smiling is important 
because it suggests the child is happy, even enjoying, what is 
happening. In terms of fantasy generation , it supports the 


41. ,\. V. v. Ferbcfy 458 U.5, 747, 760 ru 1.0 (1982) (quoting Shouvlin, Preventing the 
Sexual Exploitation of Children: A Model Act , 17 Wake Forest L. Rev. 535, 545 (1981)), 
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image of the compliant sexually involved child who willing 
participates in the sexual behavior being portrayed.’ 1 

However, the notion that the children enjoy what is happening to them is 
illusory. Researchers Taylor and Quayle state that while audio of shoots is 
often difficult to obtain, investigators have discovered that the subjects are 
frequently instructed to “smile” and “look at the camera and smile/ 1 " 5 
They further write, “Instructions are not necessarily benign; occasionally, 
the bribes and threats made by the photographer to induce the child to do 
what is required can also be heard . . . 


mb 


2. Harm to Society 

The exchange of child pornography harms society in several discrete 
ways. The first harm is the trade of child pornography normalizes and 
validates pedophilia. O'Donnell and Milner warn, “Over time regular 
consumption of child pornography numbs an individual to the harm 
caused to a child and encourages a view of children as legitimate sexual 
objects.” 47 Users, who were previously isolated and had their sexual inter¬ 
est in children condemned, now find a network of countless others who 
share their interest. This reinforces the belief that sexual interest in chil¬ 
dren is both normal and common. 4h Pedophiles band together in an 
underground subculture on message boards and newsgroups throughout 
the Internet. They are united, not only by their shared sexual interest in 
children and desire to exchange pornographic images and video, but also 
by their shared “outlaw” status. 4 '' This “sense of danger and persecution” 
strengthens their online community, by providing “a sense of common 

Co j j i t-O 

purpose and identity.” 30 

Further, pedophilia is encouraged by a drive to find more shocking 
material. Akin to the drug user, who builds up tolerance to a drug 
through regular use and will require larger doses to feel the same effects, 
pedophiles over time require more shocking material to feel stimulated. 
Describing this result, Jenkins writes: 

Recently, psychologists have argued (controversially) for the 
existence of Internet addiction, in which users spend ever 
more time on the screen and sever ties with the non-elec- 
tronic world. In the case of electronic porn, this tendency 
may be reinforced by a kind of desensitization, a hunger for 
ever more illegal material. While a novice might be amazed 


44, Taylor & Quayle, supra n. 15, at 22. 

45, Id. 

46. Id 

47. O'Donnell & Milner, supra n, L at 74 

48, See Smyth, supra m 11, at 52, 56. 

49. Jenkins, supra n, 7, at 110. 

50 Id at 114. 





[Vol. 11:1 



and stimulated by the first few soft-core pornographic 
images, these are all too likely to become routine, and one 
turns avidly to the harder-core sites.' 1 



el i, v 
} 


Another curious aspect of Internet child pornography subculture is that 
users Have a drive to collect rare photographs. Because most photo shoots 
are not often grouped together, it can become a quest for users to com¬ 
plete a rare series of photos. "’ Thus, society is harmed by the nature of the 
child pornographic exchange, which drives users to seek more material (of 
a more graphic nature), and thus feeding a market for production of hard¬ 
core c 

Another problem, mentioned earlier, is that child pornography often 
depicts the child subject smiling. Pedophiles often seize this as proof that 
children are enjoying themselves. This provides a means for pedophiles to 
‘'neutralize 1 ' their behavior. Neutralization is a technique whereby the 
pedophile rationalizes and justifies his immoral behavior that he internally 
recognizes as being wrong. ' There arc a variety of neutralization tactics 
used by pedophiles, but the two most preferred methods are portraying 
children as legitimate sexual objects and denial of victim-hood because the 
act was consensual and children enjoy sex," 1 Pedophiles neutralize their 
behavior by focusing on the children's smiles and by “tryjmgj to convince 
themselves that the children are having ‘fun. 1 "' This harms future chil¬ 
dren because it provides a rationalization that allows pedophiles to deceive 
themselves and perpetuates a market for the production of child 
pornogra phy. 

Finally, society is harmed because this material may incite pedophiles 
to seek out and abuse children. Quayle and Taylor argue that when a 
pedophile regularly views child pornography he increases and intensifies 
his arousal. This “fuel[s] his desire to engage in a relationship with a 
child.”"' Phis view that child pornography “whets” the appetite of 
pedophiles and incites sexual abuse is common. One study in particular 
demonstrated significant statistical evidence of correlation between posses¬ 
sion of child pornography and perpetration of child molestation. In study¬ 
ing inmates at the Butner Federal Correctional Institution, the study found 
that 80% to 85% of individuals convicted of an offense relating to child 
pornography admitted to committing sexual contact crimes against chil 


51. hi. ac 108-09, 

52. Id. at 103, 


53. hi. at 


54. Id at 1 16- 

55. Tate, supra it 25, at 1 I L 

56. Hthel (Quayle &; .Max Taylor, Child Seduction ami Seif-Representation m the Internet, 4 
CybevPsychology & Behavior 507, 606 (2001). 







2011] 


Going on the Offensive 


11 


citeii.' Further, firsthand accounts from pedophiles demonstrate that 
viewing child pornography increases their desire to have sexual contact 
with a child: “[Hjaving seen photographs of adults engaged in sexual acts 
with children in which the latter definitely appeared to have been enjoying 
the experience, 1 was sustained by a hope that one day I might do such 
things myself.” 5H 


C. Conclusion 

For much of western history', sexual interest in pre-teens and teenag¬ 
ers was legal and not stigmatized. It was not until the late 1800s that social 
norms and legal protections began to reflect contemporary values. But 
even then, it was not until the feminist movement of the 1970s that legisla¬ 
tures acted to criminalize child pornography. 

Child pornography is a serious crime and rightly so. Producing child 
pornography inflicts severe physical, psychological, and emotional harm 
on its child victims. Further, child pornography is used as an affirmative 
tool by pedophiles to exploit and victimize additional children. The dis¬ 
tribution of child pornography harms society by creating a market for its 
production, which incentivizes further exploitation of children. In addi¬ 
tion, the distribution of child pornography creates an online community of 
pedophiles. The market may be commercial, or it may be as simple as 
creating and distributing child porn in order to increase one’s standing in 
the online pedophile community. This community, its members banded 
together both by their shared sexual interest in children and by their '‘out¬ 
law” status, normalizes and legitimizes pedophilia. This further promotes 
the dangerous belief that children arc legitimate targets of adult sexual 
interest. 

The federal government of the United States has recognized that 
child pornography is dangerous, degrading, and repugnant. It has enacted 
laws criminalizing the production, distribution, and possession of child 
pornographic material. The content of those laws and their constitutional 
underpinnings are the subject of the next section. 

III. Law Prohibiting Child Pornography 

A. Introduction 

As it was stated earlier, attitudes towards children’s sexuality and por¬ 
nography were relatively relaxed until the mid- to late- 1970s. Hence, 
extensive laws governing this area did not exist for much of United States 
history. In 1976 and 1977, however, feminist groups and decency cam¬ 
paigners began pushing back hard on these relaxed attitudes with strong 

57. H.R. jud. Comm., Sex Crimes and the Internet, 110th Cong. 136 (October 17, 2007) 
(prepared statement of Rep. Sheila Jackson Lee). 

58, Tate, supra n. 25, at 111. 
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media blitzes. This area also became a favorite investigative news subject. 


On this period Jenkins states: 


A 1997 report on NBC television news claimed, “It’s been 
estimated that as many as two million American youngsters 
are involved in the last-growing, multi-million-dollar child 
pornography business. The 1977 campaign began a pattern 
that would dominate accounts over the next decade, when 


moralistic critics competed to assert the most excessive 
claims about the size and profitability of the trade. 


Virtually all the more extreme charges made in these years 
have been discredited, v ' 


'This intense media campaign provided the impetus for legislators to act. 
In 1978, Congress passed the Protection of (Children Against Sexual 
Exploitation Act of 1977 7" This act prohibited the manufacture or com¬ 


mercial distribution of obscene materials involving 
or younger. This legislation largely succeeded in 
trade of child pornography at the time." 1 


children sixteen years 
eliminating the open 



New York v. Feeder 


States legislatures also acted in this area around the same time. New 
York, in particular, passed a statute in 1977 that, among other things, 
criminalized the knowing "promotion" of sexual performances of a child 
and the knowing dissemination of obscene materials. Paul Ferber, a pro¬ 
prietor of a Manhattan bookstore specializing in sexually themed items, 
sold to an undercover police officer two films depicting young boys mas¬ 
turbating. Ferber was indicted for two counts of violating New York Penal 
Law § 263.10 for dissemination of obscene materials and two counts of 
violating § 263.15 for promoting a sexual performance. A jury acquitted 
Ferber of the two counts of disseminating obscene materials under 
§ 263.10 but found him guilty of violating § 263.15, which did not 
require the prosecution to prove that the two films were obscene. 

Ferber appealed and the New York Court of Appeals reversed the 
conviction, holding that § 263.15 violated the First Amendment. 1 ' 2 The 
Court reasoned that the obscenity standard outlined in MiUtr m California 
was the appropriate standard for determining whether expression is pro¬ 
tected or unprotected when applied to child pornography. The Supreme 


59. Jenkins, supra n. 7, at 33-34. 

60. Pub. 1.. No. 95-225, 92 Sen. 7 (1978). 

61. Jenkins, supra n. 7, at 35. 

62. U.S. Const, amend, I (“Congress shall make no law . , . abridging the freedom of 
speech . . . ."). 
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Court of the United States granted certiorari to answer the following 

O cf 

question: 

To prevent the abuse of children who are made to engage in 
sexual conduct for commercial purposes, could the New 
York State Legislature, consistent with the First Amendment, 
prohibit the dissemination of material which shows children 
engaged in sexual conduct, regardless of whether such mate¬ 
rial is obscene? 6- ' 


This case, styled New York v. Berber, became a landmark case clarifying First 
Amendment jurisprudence and laid the constitutional foundation for 
criminalizing child pornography. The Supreme Court summarized the 
cases of Chaplinsky v. New Hampshire (l1 and Roth v. United States, which 
provided support for the finding that obscenity is not protected by the 
Constitution. 60 The Court then discussed Miller , which provided the cur¬ 
rent test for defining obscenity. 66 However, the Court went on to hold 
that states are entitled to criminalize child pornography, regardless of 
whether it would be deemed obscene under the Miller standard. 


The Supreme Court based its holding on five reasons. First, the state 
has a compelling governmental interest “in safeguarding the physical and 
psychological well-being of a minor” 67 and that “[tjhe prevention of sex¬ 
ual exploitation and abuse of children constitutes a government objective 
of surpassing importance.” 6 * Second, the distribution of child pornogra¬ 
phy is intrinsically connected to the sexual abuse of children. It is related in 
two ways: (1) the photographs and films are permanent records of the 
abuse which exacerbates the original harm by their continual circulation; 
(2) in order to suppress sexual exploitation of children, the distribution 


network and market for these materials must be closed. Third, the distri¬ 
bution of child pornography provides integral economic incentive for its 
production. Fourth, there is little social value of photographic and film 
reproductions of lewd sexual conduct of children. Fifth, classifying child 
pornography as expression without First Amendment protection is not a 
content-based speech classification inconsistent with precedent. 


63. Berber, 458 U.S. at 753. 

64. 315 U.S. 568, 571-572 (1942). 

65. 354 U.S- 476, 485 (1957) (“[Ojbscenity is not within the area of constitutionally 
protected speech + * - 

66. Ferher, 458 U.S. at 755 ( t4 A state offense must also be limited to works which, taken 
as a whole, appeal to the prurient interest in sex, which portray sexual conduct in a patently 
offensive way, and which, taken as a whole, do not have serious literary, artistic, political, 
or scientific value.' 1 ) (quoting Miller v. CaL, 413 U.S, 15, 24 (1973)), 

67. Id. at 756-757 (quoting Globe Newsp. Co. v. Super. O,, 457 U.S, 596, 607 (1982)). 

68. Id. at 757, 
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C. Federal Statutes from 1984-1990 

Over the course of the 1980s, Congress adjusted the federal laws cov¬ 
ering child pornography. In 1984, Congress passed the Child Protection 
Act,"' which virtually removed all First Amendment protection from the 
entire category of child pornography by automatically deeming any repre¬ 
sentation of sex involving a minor as obscene and thus illegal. 70 Further, 
th is Act also increased the minimum age that a person may appear in por¬ 
nography from sixteen to eighteen years. 71 

Congress passed three other important federal laws aimed at eliminat¬ 
ing child pornography in the mid- to late-1980s and early 1990s. In 1986, 
the U.S. Child S exual Abuse and Pornography Act 77 outlawed advertis¬ 
ing—both production and use—for child pornography. Even more signif- 
i . tiiitlt .i 1 H f■“on gress passed the Child Protection and Obscenity 
Enforcement Act. ’ This law did two important things (among others). 
One, Congress forecasted the great role technology would come to play in 
the child porn trade; the statute banned the use of computers for the dis¬ 
semination of child pornography. Two, the Act placed strict record-keep¬ 
ing requirements on the producers of legal, adult sexually explicit 
materials. The regulations pursuant to the Act require producers of sexu¬ 
ally explicit media to obtain proof of age from every model or actor por¬ 
trayed in their work and to retain these records for possible inspection by 
federal authorities. Finally, in 1990 Congress passed the Child Protection 
Restoration and Penalties Enhancement Act. 7 ' This law not only strength¬ 
ened the sentences imposed for distribution of child pornography, but 
more significantly, federal law for the first time criminalized “mere” pos¬ 
session of child pornography. 


1). Osborne v. Ohio 


Clyde Osborne of Columbus, Ohio, was arrested after police 
searched his home and found four photographs that depicted a male ado¬ 
lescent posed in a sexually explicit manner. Prior to Osborne’s arrest, 
Ohio had enacted a statute that criminalized the possession or viewing of 
“any material or performance that shows a minor who is not the person’s 
child or ward in a state of nudity, . . . C " Osborne was convicted and 
sentenced to six months in prison. The Ohio intermediate appellate and 


69. Pub. L. No. 98-292, 98 Stat. 204 (1 

70. Jenkins, supra n, 7, at 36. 

71. Id. 

72. Pub. L. No. 99-628, 100 Stat. 3510 (1986). 

73. Pub. L. No. 100-690, 102 Stat. 4485 (1988). 

74. 28 (’ F.R. §§ 75.2, 75.5 (2010). 

75. Pub. L. No. 101-647, 104 Stat. 4816 (1990). 

/6. Osborne ik Ohio, 495 U.S. 103, 106 (1990) (quoting Ohio Rev. Code Ann 
§ 29f)7.323 (A) (3) (S u pp. 1989)). 
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Ohio Supreme Court affirmed his conviction and rejected Osborne’s 
argument that the First Amendment protects the private possession of child 
pornography. 

Osborne’s argument to the Supreme Court, that the First Amend¬ 
ment prohibits states from proscribing the private possession of child por¬ 
nography, primarily relied on the case of Stanley v. Georgia." 5n that case, 
the Court struck down a Georgia law that banned the private possession of 
obscene materials. The Court found that the interests asserted by Georgia 
to proscribe the private possession of obscene materials did not outweigh 
the Constitution’s interest in protecting a person’s right to receive infor¬ 
mation in the privacy of one’s home. In dicta, the Court succinctly stated: 
“Whatever the power of the state to control public dissemination of ideas 
inimical to the public morality, it cannot constitutionally premise legisla¬ 
tion on the desirability of controlling a person’s private thoughts.” 7h 

Despite what appeared to be a strong argument, the Osborne Court 
stated, “ Stanley should not be read too broadly.” 7 " The Court went about 
distinguishing Stanley as the interests underlying the prohibition of the pri¬ 
vate possession of child pornography far exceeded, and are less attenuated, 
than the interests asserted in Stanley. 


Georgia primarily sought to proscribe the private possession 
of obscenity because it was concerned that obscenity would 
poison the minds of its viewers. . . . The difference here is 
obvious: The State does not rely on a paternalistic interest in 
regulating Osborne’s mind. Rather, Ohio has enacted 
§ 2907.323(A)(3) in order to protect the victims of child 
pornography; it hopes to destroy a market for the exploita¬ 
tive use of childrenT 


Further, as in Ferber, the Court recognized that in order to shut down 
production of child pornography, the distribution of it must also be dis¬ 
rupted; likewise, here, the Court found that the state could reasonably 
conclude that decreasing demand for child pornography by criminalizing 
its possession was an effective means of suppressing production. Finally, 
the Court again recognized that the social value of child pornography 
expression was very modest, if not de minimis, and was clearly outweighed 
by the government’s compelling interest in protecting the physical, psy¬ 
chological, and emotional well-being of children2' 

Osborne was a significant departure from First Amendment precedent. 
For the first time, the Supreme Court allowed the criminalization of 


77. 394 U.S. 557 (1969). 

78. Id. at 566. 

79. Osborne, 495 U.S. at 108. 

80. Id. at 109. 

81. Id. at 108-110. 
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obscene materials possessed in private. But as the Supreme Court recog¬ 
nized, child pornography is unique from other types of obscene or inde¬ 
cent material. Unlike adult pornography that could be classified as 
obscene, child pornography has the additional element of depicting a 
crime taking place. The fact exacerbates the harm of the material and 
allows for criminalization of even private possession. Thus, the Court has 
declared that child pornography is the one form of speech that is com¬ 
pletely illegal at any place or time. 


E. United States v. Knox* 2 


In 1991 the U.S. Customs Service intercepted a mailing from defen¬ 
dant Stephen Knox en route to France that contained a request for two 
videos entitled, "Little Girl Bottoms (Underside)” and “Little Blondes,”* 3 
Three video tapes were seized from the company chat produced those 
videos based in Las Vegas, Nevada, one of which was a video the ! Defen¬ 
dant had ordered.* 4 These tapes depicted scantily-clad females, between 
ten and seventeen years old, posing provocatively m response to off-camera 
instructions. The videos frequently, and for prolonged periods, zoomed in 
on the children s pubic and genital area. Further, in some sequences the 
children were depicted dancing or gyrating “in a fashion not natural for 
their age.”*" However, the court noted that, at all times, the children’s 
actual genitalia and pubic region were concealed by an “abbreviated article 
of clothing.”*" Knox was charged and convicted of (1) “knowingly receiv¬ 
ing through the mail visual depictions of a minor engaged in sexually 
explicit conduct” in violation of 18 U.S.CL § 2252(a)(2); and (2) “know¬ 
ingly possessing three or more videotapes that contain a visual depiction of 
a minor engaging in sexually explicit conduct” in violation of 18 U.S.C. 
§ 2252 (a.) (4) U For both offenses, the definition of sexually explicit conduct is 
defined as “lascivious exhibition of the genitals or pubic area.”** 

Knox argued on appeal that the genitals or pubic area must be visible 
and exposed to the camera for an “exhibition” to occur. Since the chil¬ 
dren s private regions were clothed in the videos Knox attempted to pro¬ 
cure, he asserted that the evidence offered bv the government was 
insufficient to prove the “exhibition” element of the statutes. The govern¬ 
ment countered, arguing that the statute merely required the depiction at 


K2. 32 F.3d 733 (3d Cir. 1994) (The procedural history in this case is somewhat 
complicated, but, as it is largely unimportant for the point of law that is significant about 


this case, it will not he discussed). 

83. Id. at 737. 

84. id. 


85. Id. 

86. id. 


87. id. at 737-738. 

88. id. at 738. 
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issue to “render the minor’s genitals or pubic area visible or discernible in 
some fashion in order to constitute an exhibition.”* 9 1 he government fur¬ 
ther stated that a child’s genitals covered by transparent/nearly transparent 
clothing or clothing that is tightly stretched to reveal the outline of the 
child’s anatomv would constitute an exhibition. 

The court did not adopt either interpretation. Rather, the court held 
that a lascivious exhibition occurs even if the genitals and pubic region are 
covered and contours of the genitals are not discernible through the cloth¬ 
ing. 90 The court argued that the term exhibit in its ordinary meaning does 
not require a naked exhibition of the genitalia, but merely means “[t]o 
display” or “[tjo present to view,” which does not require nudity or dis¬ 
cernible genitalia. 91 Further, in the court’s view, “exhibition” is modified 
in the statute by being preceded by the term “lascivious,” which is defined 
as “[tjending to excite lust; lewd; indecent . . . Thus, the court 
defines the statutory term, “lascivious exhibition” to mean “a depiction 
which displays or brings forth to view in order to attract notice to the 
genitals or pubic area of children, in order to excite lustfulness or sexual 
stimulation in the viewer.” 9 ’ Moreover, the court points out that, in light 
of Congress’ strong interest in protecting children from the harmful 
exploitation of child pornography, such a definition requires neither 
nudity nor discernible genitals visible through the clothing. 94 

Finally, the court strongly rejects the government’s interpretation that 
“lascivious exhibition” of “sexually explicit conduct” refers to a child sub¬ 
ject’s behavior. The court stated: 

[Ljasciviousncss is not a characteristic of the child photo¬ 
graphed but of the exhibition which the photographer sets 
up for an audience that consists of himself or like-minded 
pedophiles. . . . The picture of a child “engaged in sexually 
explicit conduct” within the meaning of [the statute] is a 
picture of a child’s sex organs displayed lasciviously-that is, so 
presented by the photographer as to arouse or satisfy the sex¬ 
ual cravings of a voyeur. 9 '" 1 

This interpretation is appropriate, the court asserted, because it encom¬ 
passes depictions that have children posing for pornographic pictures that 
lack “an ‘adult’ look of sexual invitation or coyness. 


3 ? 96 


89. Id. at 744. 

90. Id. at 754. 

91. Id. at 744. 

92. Id. at 745. 

93. Id. 


94. Id. at 746. 

95. Id. at 747 (quoting U.S. v. 

96. Id. 


Wiegand , 812 F.2d 1239, 1244-45 (9th Cir. 1987)). 
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because it moves the United States to the forefront 
of the world in its zeal to eliminate mere possession of child pornography 
and any material that resembles it. This may be a good thing, depending 
upon whom one asks. But it is important to note that European countries, 
who are also alarmed by the spread of child pornography, do not criminal¬ 
ize possession or distribution of merely suggestive images of clothed chil¬ 
dren. The result in Knox , and the disparities arising between U.S. and 
European law, will be contrasted with the result reached in A she oft v. Free 
Speech Coalition , discussed infra. 


F. Federal Statutes from 1991-2001 

fhe 1990s showed that Congress paid close attention to pornogra¬ 
phy in general and child pornography in particular. !t also began to fully 
recognize that the virtues of the Internet could be exploited by criminals, 
rive major acts were enacted by Congress during this time period: the 


C 



trai 







th e Pro t e c tion o f C h i 1 dren 


from Sexual Predators ActD the Children’s Online Privacy Protection 
Act, 111 the Child Online Protection Act,' * 1 * " and the Communications 
Decency Act. 10 - The latter three do not deal specifically with child por¬ 
nography; they are only mentioned to illustrate congressional attention to 
the subject during this time. 


G. The Child Pornography Prevention Act of 1996 

The most significant law passed was the OPPA. It was a substantial 
rewrite of criminal laws addressing child pornography that no longer made 
reference to the standard articulated in Ferber to define the crime. Fur¬ 
thermore, the CPPA took steps to outlaw pornographic images that did 
not utilize actual children in its production. Prior to this time, such 

materials were scrutinized under the Miller obscenity test and other federal 

* 

obscenity laws, but were not considered child pornography. 1 " 3 Section 18 
U.S.Cl. 2256(8) defined child pornography as: 


[A]ny visual depiction, including any photograph, film, 
video, picture, or computer or computer-generated image 
or picture, . . . produced by electronic, mechanical, or other 
means, of sexually explicit conduct, where — (A) the pro¬ 
duction . . . involves the use of a minor engaging in sexually 


97. Jenkins, supra n. 7, at 194. 

98. Pub. L. No. 104-208, 110 Star 3009 (1996). 

99. Pub. L. No. 105-314, 112 Stat. 2974 (1998). 

100. Pub. L. No. 105-277, 112 Stat. 2681 (1998). 

101. Pub. L, No. 105-277, 112 Stat. 2681. 


102. Pub. L.. No. 104-104, 110 Star. 56 (1996). 

I 05. Yaman Akciemz, Internet (Child Pornography ami the L 

Responses, 97 (Ashgate Publg. 2008). 
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explicit conduct; (13) such visual depiction is, or appears to he, 
of a minor engaging in sexually explicit conduct; (C) such 
visual depiction has been created, adapted, or modified to 
appear that an that an identifiable minor is engaging in sexu¬ 
ally explicit conduct . . . 

Congressional findings based the new prohibition of pseudo-child pornog¬ 
raphy on two main contentions. First, Congress agreed with the concerns 
of prosecutors who felt that it would become increasingly difficult, as 
imaging technology improved, to prove that a particular picture was pro¬ 
duced using real children. 105 Second, Congress credited testimony show¬ 
ing that computer-generated child pornography also stimulated the sexual 
appetites of child molesters, and that child molesters could use computer- 
generated child pornography to seduce children just like actual child 

pornography. 11,6 


H. Ashcroft v. Free Speech Coalition 

Upon the enactment of the CPPA, several constitutional challenges 
followed. While four federal appeals courts upheld the law,"'’ the United 
States Court of Appeals for the Ninth Circuit held that the CPPA was 
facially invalid. 108 The court based its reasoning upon the critical fact that 
the sexual abuse of real children, which was the concern of the Supreme 
Court in Berber, is absent when the images are computer-generated: 
“ [W]hile such images are unquestionably morally repugnant, they do not 
involve real children nor is there a demonstrated basis to link computer- 
generated images with harm to real children. Absent this nexus, the law 
does not withstand constitutional scrutiny. 1 "' The United States Attorney 
General appealed. 

The Supreme Court heard oral arguments in Ashcroft v. Free Speech 
Coalition on October 30, 2001."° The Court framed the central legal issue 
as whether the CPPA can constitutionally ban sexually explicit speech that 
was not obscene under Miller (otherwise it could be banned as obscene) 
nor would be considered child pornography under Ferber because real chil¬ 
dren are not used in the material’s production.’" Free Speech Coalition, 


104. 18 U.S.C. § 2256(8) (A)-(C) (2000) (emphasis added) (invalidated by Ashcroft 
Speech Coalition, 535 U.S, 234. 236 (2002)). 

105. Akdcniz, supra n. 103, at 98. 


f,h Free 


106. Id. 

107. U. S. i>. A dies on, 195 F.3d 645 (11th Cir. 1999); U.S, V. Hilton, 167 F.3d 61 (1st 
Cat. 1999); U.S. v. Memo , 231 F.3d 912 (4th Cir, 2000); U.S. v. Fox, 248 F.3d 394 (5th 


Cir. 2001). 

108. Five Speech Coalition r. Reno, 198 F,3d 1083, 1086 (9th 

109. Id. at 1094 (footnote omitted). 



110, 535 U.S. at 234. 

111. Id. at 240. 
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the respondents, argued that two provisions of the CP PA violated the First 
Amendment. Specifically, the respondents argued that criminalizing 
speech that “appears to he a minor engaged in sexually explicit conduct” 
codified 18 U.S.C. § 2256(8)(B)), and speech that is advertised or pro¬ 
moted in a manner that “conveys the impression ... a minor is engaging 
in sexually explicit conducted” (codified at 18 U.S.C. § 2256(8)(D)), was 
overbroad and vague. Thus, these provisions reduced substantial amounts 
of speech protected by the First Amendment. 

The government argued that the CPPA passes constitutional muster 
because it prohibited speech that is virtually indistinguishable from child 
pornography. Those images, the government asserted, can lead to actual 
instances because would-be child molesters can use the images to seduce 
children. The Supreme Court dismissed that argument: 

The Government cannot ban speech fit for adults simply 
because it may fall into the hands of children. The evil in 
question depends upon the actor’s unlawful conduct, con¬ 
duct defined as criminal quite apart from any link to the 
speech in question. This establishes that the speech ban is not 
narrowly drawn. The objective is to prohibit illegal conduct, 
but this restriction goes well beyond that interest by restrict- 
ing the speech available to law-abiding adults."’ 

Next, the government argued that virtual child pornography should be 
prohibited because it may whet the appetite of child molesters. The Court 
was equally unpersuaded by this line of reasoning: 


The mere tendency of speech to encourage unlawful acts is 
not sufficient reason for banning it. . . . 

The government may suppress speech for advocating 

the use of force or a violation of law only if “such advocacy 

is directed to inciting or producing imminent lawless action 

and is likely to incite or produce such action. . . The 

Government has shown no more than a remote connection 

between speech that might encourage thoughts or impulses 

and any resulting child abuse. Without a significantly 

stronger, more direct connection, the Government may not 

■/ 

prohibit speech, 113 

Another argument advanced by the government is that Congress made 
specific findings that virtual child pornography was becoming almost 
indistinguishable from actual child pornography. Congress feared that 

s would persuade juries that, in absence of proof that 
actual children were used in production of the material, there is reasonable 


112. Id. at 252-53. 

113. Id. at 253-54 (quoting Brandenburg v. Ohio, 395 U.S. 444, 447 (1969)1 
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doubt that any child was harmed and the defendant must be acquitted. 
Thus, according to the government, in order to effectively prosecute real 
child pornography, virtual child pornography needed to be criminalized. 
Again, the Supreme Court rejected the government’s argument: 

The argument, in essence, is that protected speech may be 
banned as a means to ban unprotected speech. This analysis 
turns the First Amendment upside down. 

The Government may not suppress lawful speech as the 
means to suppress unlawful speech. Protected speech does 
not become unprotected merely because it resembles the lat¬ 
ter. . . . The overbreadth doctrine prohibits the Government 
from banning unprotected speech if a substantial amount of 
protected speech is prohibited or chilled in the process. 114 


In the end, the principle elements of the CPPA (the sections which 
criminalized non-obscene virtual child pornography), were unconstitu¬ 
tionally overbroad and invalidated by the Supreme Court. The Supreme 
Court’s decision was limited, however, to excising §§ 2256(8) (15) and 
2265(B)(1)) from the statute. The ruling of Free Speech Coalition left the 
other provisions of the CPPA intact. 

The result reached in Free Speech Coalition is perhaps counter-intuitive 
to the result reached in Knox. In Knox, the Third Circuit reached the 
conclusion that images that do not depict nudity or children engaged in 
actual or simulated sex acts, which is arguably the true “ordinary meaning” 
of the statutory phrase sexually explicit conduct, constituted child pornogra¬ 
phy. This is at odds with the result in Free Speech Coalition , where the 
Court reached the conclusion that material clearly depicting naked chil¬ 
dren engaged in sexual acts cannot be banned child pornography (though 
it mav be criminalized under the different theory of obscenity). 11 ' The 
holdings may be reasonably defended based on the premise that the pro¬ 
scription of child pornography based upon Knox-type of material is pro¬ 
duced through harm to actual children while the Free Speech -type material 
is not. Nonetheless, the US has reached opposite conclusions from its 
European counterparts: European countries criminalize virtual child por- 


114, Id. at 255. 

115. The Osborne Court based their rationale for tolerating proscription of privately 
possessed child pornography on protecting actual children. Although, the Free Speech 
Coalition Court believes virtual child pornography is harmless to actual children, it states 
obscene virtual child pornography may be proscribed under an obscenity theory. Can the 
government then criminalize privately possessed obscene virtual child pornography' Since 
the Court believes privately possessed obscene virtual child pornography is harmless to 
children, the Stanley v. Georgia rule should control (allows criminalization of privately 
possessed obscene materials). Therefore, the Free Speech Coalition Court is not entirely 


correct. 
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nography but do not 
depictions of children 
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private possession of suggestive, clothed 


h Reaction to Free Speech Coalition and Subsequent Case Law 

'The Supreme Court’s decision was almost universally criticized. 
Attorney-General John Ashcroft criticized the decision stating, “|t]he 
Cm ted States Supreme Court has made our ability to prosecute those who 
produce and possess child pornography immeasurably more difficult." 117 
Ernest Allen, President and Chief Executive Officer of the National 
Center for Missing and Exploited Children, completely denounced the 
ruling. Testifying before a House of Representatives’ Subcommittee on 
Crime, Terrorism, and Homeland Security he stated: 

In our judgment, we think it’s devastating for America’s 
children. The probable impact is a proliferation of child por¬ 
nography, unlike anything we have seen in this country for 
the past 20 years. We believe that it’s also going to mean that 
thousands of children are going to be sexually victimized. 

Since determining the identity of children in child pornog¬ 
raphy is very difficult, often times impossible, the require¬ 
ment that a specific child be identified will result in 
thousands of prosecutions not happening. ilH 

1 hese critical statements represented the conventional wisdom of the time 
that the ruling would severely undercut prosecutors’ abilities to convict, 
absent evidence that the subject depicted was an actual living child at the 
time of production. Some even feared that trial courts would construe the 
ruling that prosecutors now have the burden to prove beyond a reasonable 
doubt that the visual depictions at issue featured real children.’ 14 

Several defendants made just that argument following Free Speech 
Coalition. These arguments, however, ultimately were rejected by various 
federal circuit appellate courts, IJ In United States v. Kinder , the defendant 
was convicted of several counts of violating federal Internet pornography 


1 1.6, Jenkins, supra n. 7, at 194. 

117. Akdeniz, supra n. 103, at 110. 

1 18. H.R. Subcomm. on Crime, Terrorism, & Homeland See. of the Comm, on |ud., 
Enhemcwg Child Prohxtion Laws after the April 16, 2002 Supreme Court Decision, Ashcroft k 
Lit Speech Coalition, 107th Cong. 34 (May 1, 2002) (statement of Ernest Allen, President 
and Chief Executive Officer of the National Center for Missing and Exploited Children). 
1 19. Akdeniz, supra n. 103, at 110. 

120. See U.S. r. Kinder. 335 1.3d 1132 (10th Cir. 2003); U.S. v. Deaton , 328 F.3d 454 
(8th Cir, 2003) (per curiam); U.S. v. SI a mini, 359 k.3d 356 (5th Cir. 2004); but see U.S. r. 
Milton. 363 F.3d 58 (1st Cir. 2004), vacated. No. 03-1741, 2004 U.S. App. LEXIS 19528 
(1st Car. Sept. 20, 2004) (First Circuit subsequently withdrew and vacated its holding that 

expert evidence was required to prove that images at issue were produced using real 
children,). 
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statutes. On appeal, Kilmer argued that the Supreme Court’s decision in 
Free Speech Coalition required either direct evidence of the identity of the 
alleged child depicted or expert testimony that the images depicted actual 
children. The Court of Appeals for the Tenth Circuit rejected this argu¬ 
ment. It held: 


Free Sp eech Coalition, did. not establish a broad, categorical 
requirement that, in every case on the subject, absent direct 
evidence of identity, an expert must testify that the unlawful 
image is of a real child, juries are still capable of distinguish¬ 
ing between real and virtual images; and admissibility 
remains within the province of the sound discretion of the 
trial judge. 121 


As a result of this ruling and of similar rulings in its sister circuits, the 
predictions that prosecutors would be severely hampered by Free Speech 
Coalition appear to have been overblown. Post-Free Speech Coalition cases 
show appellate courts are willing to reject defendants’ argument that the 
prosecution must prove real children were used to produce the material. 
Furthermore, an analysis has shown that there has not been a significant 
decrease in Internet child pornography convictions. 122 


J. The PROTECT Act of 2003 

Responding to a perceived legal vacuum created by Free Speech Coali¬ 
tion , President Bush signed the Prosecutorial Remedies and Other Tools to 
end the Exploitation of Children Today Act of 2003 (“PROTECT 
Act”). 123 This Act, which contained a variety of laws generally relating to 
child abuse, made several significant revisions to the federal laws criminal¬ 
izing child pornography. One of the Act’s major goals was to criminalize 
non obscene virtual child pornography but to do so in a way that passes 
constitutional muster. Thus, 18 U.S.C. § 2256(8), the provision that 
defines what constitutes child pornography, now reads: 

(8) “child pornography” means any visual depiction, ... of 
sexually explicit conduct, where— (A) the production of 
such visual depiction involves the use of a minor engaging in 
sexually explicit conduct; (B) such visual depiction is a digi¬ 
tal image, computer image, or computer-generated image 
that is, or is indistinguishable from, that of a minor engaging in 
sexually explicit conduct; or (C) such visual depiction has 
been created, adapted, or modified to appear that an identifi¬ 
able minor is engaging in sexually explicit conduct. 


121. Kinder, 335 F.3d at 1142. 

122. Akdeniz, supra n. 103, at 119. 

123. Pub. L. No. 108-21, 117 Stat. 650 (2003). 
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(emphasis added). T he phrase indistinguishable from is a more narrowly tai¬ 
lored replacement for the “appears to be” language from the CP PA that 
the Supreme Court held was unconstitutionally overbroad. In a further 
attempt to remedy the statute, the PROTECT Act added 18 U.S.C. 
2256(11), which defines “indistinguishable”: 



The term “indistinguishable” used with respect to a 
depiction, means virtually indistinguishable, in that the 
depiction is such that an ordinary person viewing the depic¬ 
tion would conclude that the depiction is of an actual minor 
engaged in sexually explicit conduct. This definition does 
not apply to depictions that arc drawings, cartoons, sculp¬ 
tures, or paintings depicting minors or adults. 

It is an open question whether this new language will pass constitutional 

scrutiny. 


K. The Adam Walsh Act 


in 2006, President Bush signed into law another significant federal 
statute that addresses sexual offenses, including child pornography. The 
Adam Walsh Act 1-4 created a national sex offender registry' and mandates 
that all states participate (states failing to participate will lose federal fund¬ 
ing). Sex crimes are separated into three tiers: tier 3 offenders are required 
to register with their state’s registry every three months for their remaining 
life; tier 2 offenders are required to register every six months for twenty- 
five years; tier 1 offenders must register annually for fifteen years. Failure 
to register is a federal felonv. fhere have been lawsuits regarding whether 

L - * O C2 

this provision applies retroactively and, if so, whether it violates the Con¬ 
stitution’s prohibition against ex post facto laws. Currently, there is a circuit 
split rega 

Further, the Act also gives federal judges the power to civilly commit 
federal prisoners convicted on sexually-based crimes, if it is shown: (1) the 
prisoner engaged or attempted to engage in sexually violent conduct or 
child molestation; (2) the prisoner suffers from a mental illness, abnormal¬ 
ity, or disorder; and (3) the prisoner would have serious difficulty refrain¬ 
ing from recidivism. 3 A prisoner’s civil commitment can be reviewed 
every sixth months on motion by either the prisoner or government 

entity. 

/ 

Finally, among other items in the Act, the last significant provision 
that affects child pornography is limiting defense counsels’ access to child 


g 



124, Adam Walsh Child Protection and Safety Act of 2006. Pub, L, No. 109 248 120 

»■■ * 

Scat. 587 (2006). 

125. i'.S. p. Dixon , 551 F.3d 578 (7th Car. 2008); U S. v. Hasted, 545 F.3d 1240 (10th 
Car. 2008). 

I 26. 18 U.S.C.A. |f 4247- 4248 (West 2010), 






20111 


Going on the Offensive 


25 


exploitative materials. Lt requires review of those materials—presumably, 
this includes child pornography evidence—to be conducted in a federal 
building. 13 


L. United States v. Williams 


Evolution of the law criminalizing child pornography continued with 
the case regarding Michael Williams. 128 A member of the Secret Service, 
in an assignment to combat sexual exploitation of children on the Internet 
utilizing chat rooms, became aware of the Defendant in a particular chat 
room. The Defendant, through a public message in the chat room, adver¬ 
tised: “Dad of toddler has ‘good’ pics of her an [sic] me for swap of your 
toddler pics, or live cam.” 123 The agents, masquerading as a mother of a 
pre-teen daughter, engaged the defendant in conversation. Williams 
claimed that he had many sexually explicit photos of his young daughter 
and was willing to trade. When the agent would not send sexually-explicit 
pictures of his “daughter,” Williams accused the agent’s persona of being a 
law enforcement officer. Williams then posted a message to the chat room 

stating, “HERE ROOM; I CAN PUT UPLINK CUZ IM FOR 
REAL—SHE CANT." 1 -' 1 ' Attached to the message was a hyperlink that 
connected to a website containing seven pictures of children, ranging from 
five to fifteen years old, engaged in sexually explicit conduct. Williams’ 
screen name was traced back to him and federal agents served a search 
warrant. Found on his computer were at least twenty-two child porno¬ 
graphic images, some of which were sadomasochistic. Williams pled guilty 
to violating one count 18 U.S.C. § 2252A(a)(3)(B) (“pandering” or “pro¬ 
moting” child pornography) and one count of 18 U.S.C. § 2252A(a)(5)(B) 
(possession of child pornography), but reserved the right to challenge the 
constitutionality of the pandering provision. The United States Court of 
Appeals for the Eleventh Circuit reversed the pandering conviction, hold¬ 
ing that the § 2252A(a)(3)(B) pandering provision was both overbroad and 
impermissibly vague.' 31 The Supreme Court granted certiorari. 

The Court first considered the defendant’s argument that the pander¬ 
ing provision was unconstitutionally overbroad. The First Amendment 
Overbreadth Doctrine holds that a statute that proscribes speech is facially 
invalid if the statute bans substantial amount of legal, protected speech. 


132 


127. 18 U.S.C.A. § 3509 (West 2010). 

128. US. v. Williams, 128 S. Ct. 1830 (2008). 

129. Id. at 1837. 

130. Id. 

131. Id. at 1838. 

132. See Beoadrick v. Okla., 413 US. 601, 615 (1973) (enunciating the doctrine for facial 
overbreadth challenges to a statute proscribing speech: “the overbreadth of a statute must 
not only be real, but substantial as well, judged in relation to the statute’s plainly legitimate 
sweep.”). 







26 


Appalachian Journal of Law 


jVoL. 11:1 


The Court has described it as a balancing doctrine that weighs competing 
social costs: (1) the cost of enforcing overbroad laws will deter people 
from engaging in permissible, constitutionally protected speech; versus, (2) 


the cost of striking down a law that is constitutional, legitimate, and neces 


m 


sary m some of its applications. 

After reemphasizing the governing rules of the doctrine, the Court 
then began the next step of construing the provision in question. The 
Court noted: 

Generally speaking, § 2252A(a)(3)(B) prohibits offers to pro¬ 
vide and requests to obtain child pornography. The statute 
does not require the actual existence of child pornogra¬ 
phy. . . . Rather than targeting the underlying material, this 
statute bans the collateral speech that introduces such mate¬ 
rial into the child-pornography distribution network. Thus, 
an Internet user who solicits child pornography from an 
undercover agent violates the statute, even if the officer pos¬ 
sesses no child pornography. Likewise, a person who adver¬ 
tises virtual child pornography as depicting actual children 
also falls within the reach of the statute. 1 ’ 4 

Thus, under this pandering provision, while Free Speech Coalition may have 
stated it is legal to possess virtual child pornography, the government can 
criminalize the promotion of virtual child pornography that is marketed as 
actual child pornography.^ 

The C lourt further analyzed elements of the statute, which are unnec¬ 
essary for our purposes here. In addressing the constitutional challenge, 
the Court emphasized at the outset that ’|ojtfers to engage in illegal 
transactions are categorically excluded from First Amendment protec¬ 
tion.' 111 Further, the Court notes that there are many long standing crim¬ 
inal laws that proscribe speech (e.o ,, conspiracy, incitement, and 
solicitation), which are all intended to induce illegal activities. The opin¬ 
ion also recognized that the statute is treading a fine line: the difference 
between a proposal to engage in illegal activity and merely advocacy of 
illegal activity; the former can be constitutionally proscribed, while the 
latter cannot he proscribed. 147 Section 2252A (a)(3)(B), the Court con- 




wins, 128 S, Cc at 1838. 

134. Id. at 1888-1839, 

135. Id , at 1.844 ( L '[Ajn offe r to provide or request to receive virtual child pornography is 
not prohibited by the statute, A crime is committed only when the speaker believes or 
intends the listener to believe that the subject of the proposed transaction depicts real 
chi Ida n. . . . Simulated child pornography will be as available as ever, so long as it is 
ottered and sought as sudu and not as real child pornographyf 

136. Id. at 1841 (citing Pins. Press Co. tr Pins . Com nr n on Human Rel 413 U.S. 376, 388 
(1973); Gihoney f- Empire Storage & Ice Co . } 336 U.S. 490, 498 (1949)), 

37. Sec Brandenburg, 395 U.S. at 447-448. 
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strues, does not prohibit advocacy ot child pornography, but merely offers 
to provide or requests to receive it, thus not running afoul of Brandenburg. 
Thus, the Court held that requests to obtain or offers to provide actual 
child pornography are categorically excluded from First Amendment pro¬ 
tection based on the principle that offers to provide or requests to receive 
was already unlawful and provides no social value. 1 '™ 

Next, the Court turned to the vagueness attack. The defendant 
argued, and the Eleventh Circuit held, that § 2252A(a)(3)(B) is facially 
invalid because it is unconstitutionally vague. Again, the Court noted at 
the outset the governing rule: 

Vagueness doctrine is an outgrowth not of the First Amend- 
merit, but of the Due Process Clause of the Fifth Amendment. A 
conviction fails to comport with due process if the statute 
under which it is obtained fails to provide a person of ordi¬ 
nary’ intelligence fair notice of what is prohibited, or is so 
standardless that it authorizes or encourages seriously dis- 
criminatorv enforcement. 13 ' 

Further, the Court notes the special rules that apply in cases dealing with 
the First Amendment: 


Although ordinarily “[a] plaintiff who engages in some con¬ 
duct that is clearly proscribed cannot complain of the vague¬ 
ness of the law as applied to the conduct of others,” we have 
relaxed that requirement in the First Amendment context, 
permitting plaintiffs to argue that a statute is overbroad 
because it is unclear whether it regulates a substantial amount 
of protected speech.’ 111 

Thus, those convicted under a statute that proscribes speech have more 
leeway to argue that the statute is facially invalid for vagueness than those 
convicted under statutes not dealing with the sensitive area of speech. 
However, the court underscores that “perfect clarity” has never been 
required of a criminal statute. 141 

The Eleventh Circuit believed that the phrase in the statute measur¬ 
ing whether the accused promoted the material in a manner that conveys 
the belief that he was offering to provide child pornography’ or soliciting 
child pornography was “so vague and standardless as to what may not be 
said that the public is left with no objective measure to which behavior can 
be conformed.” 11 ’ The Supreme Court disagreed: 


138. Williams, 128 S. Ct. at 1842. 

139. /</. at 1845 (citing Hit! v. Colo,, 530 U.S. 703, 732 (2000)). 

140. Id. (quoting Hoffman Estates v. Flipside± Hoffman Estates } Inc., 455 U.S. 489, 494-495 


141. Id. (quoting Ward ik Rock Against Racism, 491 U.S. 781, 794 (1989)). 
142* ht (quoting U.S. v. Williams, 444 F.3d 1286, 1306 (11th Cir. 2006)) 
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What renders a statute vague is not the possibility that it will 
sometimes be difficult to determine whether the incriminat¬ 
ing fact it establishes lias been proved; but rather the indeter¬ 
minacy of precisely what that fact is. . . . There is no such 
indeterminacy here. The statute requires that the defendant 
hold, and make a statement that reflects, the belief that the 
material is child pornography; or that he communicate in a 
manner intended to cause another so to believe. Those are 
clear questions of fact. Whether someone held a belief or 
had an intent is a true-or-false determination, not a subjec¬ 
tive judgment such as whether conduct is "annoying” or 

+ o i . t M 4 3 

indecent. 

Therefore, the Supreme Court held that the pandering provision of the 
PROTECT Act was neither overbroad nor too vague, and thus 
constitutional. 


M. Special Challenge to Child Pornography Laws: Self-Produced 

Child Pornography 

A special challenge to the current legal paradigm for addressing child 
pornography is the production and distribution of so-called “self-produced 
child pornography,” that is, semi-nude or nude photographs taken by 
minors of their own volition. Self-produced child pornography, whether 
it be a less-severe variety (e.g.,., a semi-nude suggestive picture sent to 
another teenager) or a more serious type (e.g., commercialized self¬ 
exploitation that can lead to child prostitution), self-produced child por¬ 
nography is on the rise. A 2009 survey conducted by the National Cam¬ 
paign to Prevent Teen and Unplanned Pregnancy found that, of the 653 
teens studied, twenty percent had sent or posted nude or semi-nude digital 
pictures or digital videos on the internet or sent them via text message 
(which has been dubbed, “sexting”). 14 

juveniles and children self-producing child pornography raise several 
difficult legal and policy questions. First, is the material in question actu¬ 
ally child pornography? Letter primarily justified removing child pornog¬ 
raphy from First Amendment protection to help the state suppress the 
underlying abuse inflicted when child pornography is produced, if the 
material is completely self-produced without any coercion or prompting 
from an adult, what harm has been caused that justifies its criminaliza¬ 
tion?^ 1 ' Second, do minors have a First Amendment right to produce and 


143. id. a: 1846. 

144. Clay Calvert, Sex, (dell Phones, Privacy, and the First Amendment: When Children 
Become Child Pornogmphers and the Lolita Effect Undermines the L.mp. 18 CommLaw 
Conspectus 1, 10 (2009). 

145. The author docs not believe self-produced child pornography is completely 
harmless, as commentators suggest; however, he distinguishes the severe physical and 
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distribute child pornography? If we decide that self-produced child por¬ 
nography is harmful and lacks First Amendment protection, what is the 
appropriate punishment for child self-producers? Convicting them of a 
federal or state felony does not appear to be an appropriate remedy. As 
child pornography laws were designed to protect children, it would be a 
perverse result that those very same protective laws would be used to 
imprison children and make them registered sex offenders. Along that 
same line of thought, what criminal liability do other teenagers have for 
possessing or distributing this material to their classmates? Since this phe¬ 
nomenon is very recent, legislatures and courts are still grappling with the 
appropriate response. 

Several legal academics have stepped into this legal vacuum. Professor 
Leary proposed that prosecutors should have discretion to divert most cases 
of juvenile self-produced child pornography from the juvenile justice sys¬ 
tem while retaining the option to prosecute certain severe cases subject to 
a research-based, multidisciplinary framework. 14(1 Leary dubs her approach 
as “structured prosecutorial discretion.’' 14 ' In 2007 she wrote, “[Wl e must 
resist the temptation to regard this problem as purely one for parental 
intervention. . . . While there are components of immaturity and victimi¬ 
zation in this activity, there are also components of profit, exploitation of 
others, and the creating of child pornography which harms other chil¬ 
dren.” 148 Law Professor Stephen Smith, in contrast, argues that prosecu¬ 
tion of juvenile self-producers of child pornography is largely 
inappropriate and should be used as a last resort. While Professor Leary 
did not argue prosecution was appropriate in every case of juvenile self- 
produced child pornography, Professor Smith’s model calls for prosecution 
much more rarely. He envisions child protective services as the primary 
responding governmental agency; with the threat of criminal prosecution 
looming to induce a juvenile’s cooperation (e.g., refusal to cease producing 
child pornography or assistance in identifying participating pedophiles and 
sexual predators). 14 ' 4 

There have been cases addressing this issue with some troubling, dra¬ 
conian results. Professor Clay Calvert wrote how, in March 2009, a four¬ 
teen-year-old girl from New Jersey faced criminal child pornography 
charges for posting nearly thirty explicit nude digital pictures of herself on 


psychological damage inflicted on child victims by “traditional” child pornography, and the 
lesser harm caused by sell-produced child pornography. 

146. Mary Craw Leary, Sexting or Self-Produced Child Tomograph? The Dialog Continues - 
Structured Prosecutorial Discretion within a Multidisciplinary Response, 17 Va. J. Sor. Policy & L. 


486, 496 (2010). 

147. Id. 

148. Leary, supra n. 3, at 39. 

149. Steven F. Smith, Jail for Juvenile Child Pomographers?: A Reply to Professor Leary, 15 Va. 
J. Soc. Policy & L. 505, 541 (2008). 
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Dace, com. 1 Professor Calvert notes that conviction of such charges 
would require the young girl to register as a sex offender. Further, this is 
not an isolated incident. News reports demonstrate that prosecution of 
self-produced child pornography is becoming more frequent.' 51 The 
Christian Science Monitor reported in April 2009 that at least twenty prose¬ 
cutions had been brought or threatened to be brought for self-produced 
child pornography. 1 " 2 3 T here has been some pushback against aggressive 
prosecution. The United States Court of Appeals for the Third Circuit 
recently upheld a temporary injunction against a prosecutor from bringing 
child pornography charges against three teenagers for refusing to partici¬ 
pate in an "education” program about sell-produced child pornography.' 1 

It is important to note, however, that there are concrete examples of 
self-produced child pornography evolving from less-severe "sexting” into 
widespread sexual exploitation. In one disturbing case, Leary reports that 
an eighteen-year old male created a fictitious Facebook account posing as a 
girl and tricked thirty-one other teenaged boys into sending him self-pro¬ 
duced child pornography. 1 ' 4 He then used the pictures to blackmail several 
of the boys into performing sexual actions with himT' Hence, policymak¬ 
ers are confronted with addressing, on one hand, relatively benign behav¬ 
ior, while, on the other hand, activity that can have serious social and 
c ri min a 1 c o ns e q u e n ces. 

Some state legislatures are beginning to act in this area. The Illinois 
Senate recently passed a bill that would make juveniles who self-produce 
or distribute child pornography subject to juvenile court supervision but 
not criminal prosecution. Further, the bill would not include juveniles 
who merely distribute them to another juvenile, such as a boyfriend. Illi¬ 
nois State Representative Darlene Senger, who shepherded a similar mea¬ 
sure through the Illinois House, remarked, “We’re not trying to prosecute 
them if they keep it between themselves. It’s when the third party is 
involved. That’s when you get the situations where so-and-so committed 
suicide because the picture got up everywhere. 




IhQ, Calvert, supra n. 144, at 1. 

151. Tamar Lewin, Rethinking Sex Offender Imps for Youth 7 ccrum httpC/wwwmytimes. 
com / 2 (.) 1 (!/() 3 / 21 /us/ 2 1 sexting,h tin 1 ?page wa 11 te d —pnnr (M ar. 20. 2 0 1 0) , 

3 52. Calvert, supra u. 144, at 2. 

153. Miller it Mitt hell, 598 P.3d 139 (3d Cm 2010). 

154. Leary, supra n, 146 at 541, 

155. Id. 

156. Although this article is primarily concerned with federal law, state law is discussed in 
this section because state legislatures and courts have been taking the lead on the “sexting" 
issue, 

157. Michelle Manclur, Sex ting Bill Passes Illinois Senate f http://www.chicagotribune. 
corn ./news/1 oca 1/ct-mrt-i Hi no is-sextmg-b ill-0319-201003 1 8,0,5 52959. story (Mar, 1 8, 
2010). 
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Legislatures in Ohio, Utah, Vermont, and other states have taken a 
somewhat different approach. They have created separate misdemeanor 
offenses for teenaged self-produced child pornography. 1 ^ While this may 
be the appropriate approach, some commentators argue for complete 
decriminalization which closely reflects the views of Professor Smith. 
Witold Walezak, legal director for the Pennsylvania American Civil Liber¬ 
ties Union argues, “Generally this should be an education issue. ” 1:, ' J 

As this is a rapidly developing area, it remains to be seen which legal 
philosophy will become the majority view or what will find its way into 
the federal code. Illinois now appears to embrace Professor Smith’s rec¬ 
ommendations while Ohio, Vermont, and Utah mirror Professor Leary’s. 
However, this statute appears to be primarily concerned with “sexting” 
and other more innocuous Internet distribution of self-produced child 
pornography rather than the serious self-exploitive variety. Even Professor 
Leary, a former prosecutor, noted: “[t]he more choices available to a pros¬ 
ecutor, including diverting the case entirely from the juvenile justice sys¬ 
tem. the better.” 160 


NT. Current Prominent Federal Statutory Provisions Addressing 

Child Pomography 

All federal statutes governing crimes are codified at Title 18 of the 

■O o 

United States Code. Crimes dealing with the sexual exploitation of chil¬ 
dren are codified at Title 18, Part 1, Chapter 110. 


1. 18 U.S.C. § 2251 

Section 2251 deals exclusively with using children to create porno¬ 
graphic material. 1,11 This section makes it a felony for any person to 
employ, use, persuade, induce, entice or coerce any minor to engage in 
sexually explicit conduct with the purpose of creating any visual depiction 
if that person knows or has reason to know that the depiction will be 
transported/transmitted through interstate commerce. 1 "’ The definition of 
sexually explicit conduct , which is the subject of litigation in many of these 
cases, is defined in 18 U.S.C. § 2256, discussed infra. This section further 
makes it a felony for any guardian, or person having control of a minor, to 
knowingly permit a minor to engage in sexually explicit conduct for the 
purpose of creating a visual depiction. l6i Further, the statute criminalizes 
using minors to produce child pornography outside the United States if 


158. Calvert, supra n. 144, at 55-58. 

159. Lewin, supra n. 149, 

160. Id. 

161. 18 U.S.C.A. § 2251 (West 2010). 

162. 18 U.S.C.A. § 2251(a) {West 2010). 

163. 18 U.S.C.A, § 2251(b) (West 2010). 




one intends to transport the material into the United States. 1 * * ' 4 Commit¬ 
ting these crimes, attempts, and conspiracies are punishable with not less 
than fifteen years or more than thirty years in prison. However, if such a 
person has a prior conviction tor certain kinds of sexual abuse, that person 
must be imprisoned for not less than twenty-five years or more than 
fifty. ih? 


2. 18 U.S.C. § 2252 


Section 2252 is entitled “Certain activities relating to material involv¬ 
ing the sexual exploitation of minors.” 1 "" This section criminalizes child 
pornography distribution that depicts minors engaging in sexually explicit 
conduct. The mens rea element of each § 2252 offense is knowingly f 1,7 
Congress’s purpose in making knowingly the scienter element was to help 
prevent convictions of inadvertent child pornography recipients.T® Subsec¬ 
tion (a) creates four offenses. The first three offenses of the subsection, 
which deal with a variety of methods of transporting and distributing child 
pornography in interstate commerce, are punishable with at least five years 
in prison and no move than twenty. If the defendant has a prior convic¬ 
tion for sexual offenses, then the Code requires not less than fifteen years 
In prison and not more than forty years. 

The fourth offense is a distribution offense, but it is limited to receiv¬ 


ing or buying child pornography merely with the intent to view or possess; 
it is punishable with not more than ten years imprisonment. The statute 
does not impose a minimum amount of time. However, if the defendant 
has a prior sexually-based conviction, then the statute requires his impris¬ 
onment for not less than ten years but not more than twenty. 


3. 18 U.S.C. § 2252A 


Section 2252A, added by the CPPA, provides an expanded definition 
of child pornography offenses over § 2252.It is the only statutory provi- 


1 ( ) 4 . 1 8 U.SyC.A. § 225I (c } (West 2010}, See Res(ateuictit (Ihint) of Fo r ciga Reidtio hs Law 
of the l dined States (1987) tor a discussion on the exercise of objective territorial prescriptive 
jurisdiction to criminalize actions of foreign nationals abroad whose actions have substantial 
effect on the United States; see also Hanford Fire Ins. (S-o. v. (Sal., 509 U.S. 764 (1993) for 
discussion on the "effects doctrine” and its limitations, 

165. 18 U.S.C.A. § 2251(e) (West 2010). 

166. 18 U.S.C,A. § 2252 (West 2010). 

167. Sec IJ.S, v, X-CSJtement Video t bus, 513 U.S, 64. 78 (1994) (reversing 9th Circuit 
ruling that % 2252 was unconstitutionally vague due to placement of mens rea term 
"knowingly” m only one clause of the offense’s elements; holding if a statute can be 

cm d 

interpreted constitutionally, then that interpretation must be used; and interpreting 
"knowingly” as applicable to all clauses), 

168. Ch/M Pornography t the Internet } and the Challenge of Updating Statutory Terms, 122 
Harm L. Rev. 2206, 2206 (2009), 

[69. 18 U.S.C,A. § 2252(a)(1)(A) (West 2010), 
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si on of the three substantive sections criminalizing production or distribu¬ 
tion of child pornography materials that actually uses the term child 
pornography. Subsection (a)(1)-(3)(A) deals with child pornography distri¬ 
bution through any means of interstate commerce including utilizi ng a 
computer. Subsection (a)(3)(B) is the pandering provision previously dis¬ 
cussed, which criminalizes marketing child pornography or requests to 
receive child pornography. Subsection (a)(4) deals with selling or posses¬ 
sion of child pornography with intent to sell. Subsection (a)(5) addresses 
knowingly possessing or knowingly accessing with intent to view child 
pornography in a variety of media {e.g., book, magazine, film, computer 
disk, etc.) that has been transported using any means of interstate com¬ 
merce or affecting interstate commerce. Most courts have held the pres¬ 
ence of saved images in a web browser’s cache constitutes knowing 
possession for purposes of (a)(5). 1 '" Subsection (a)(6) makes it a crime to 
knowingly send, or offer to send, a minor any visual depiction that is, or 
appears to be, a minor engaged in sexually explicit conduct. Finally, sub¬ 
section (a)(7) criminalizes knowingly producing, with intent to distribute, 
child pornography (and unlike § 2251, this section does not require it to 
be “sexually explicit” conduct). 

Section 2252A(b) gives the penalties for subsection (a) violations. 
The subsection (a) distribution offenses require imprisonment of not less 
than five years but no more than twenty years, unless the defendant has a 
prior sexually-based conviction; then the defendant shall receive not less 
than fifteen years and not more than forty years. One who is convicted of 

J * + 

possession for intent to view will receive not more than ten years in prison, 
with no specified minimum term of imprisonment unless the defendant 
lias a prior sexually-based conviction; then the defendant will receive not 
less than ten years in prison and no more than twenty years. Finally, a 
defendant who is found to have violated the production provision, 
2252(A)(a)(7), shall be imprisoned not more than fifteen years with no 
minimum term of imprisonment specified. 


170. The defendant in < US’. v. Tucker, 150 F. Supp. 1263 (D. Utah 2001), ajfd, 305 F.3d 
! 193 (10th (dir. 2002), was charged with “knowing" possession of child pornography in 
violation of 18 U.S.C. f 2252A(a)(5)(B). The defendant admitted to viewing hundreds of 
child pornographic images displayed via his web browser, but never affirmatively 
downloaded images to his hard drive. Tucker argued he neither possessed the images nor 
knowingly possessed the images as defined by § 2252A(a)(5)(B). The District Court held 
that defendant constructively possessed the images by viewing them on his monitor 
(dominion) and by controlling such images by enlarging, manipulating and attempting to 
destroy them by emptying his browser’s cache (control). Further, although fucker never 
purposely downloaded images to his hard drive, the court found lie knowingly possessed 
them when he accessed and viewed the images, through his own volition, over the 


Internet. Additionally, Tucker s act of clearing his web browser's cache demonstrated he 
knew the images were saved. Thus, lie knowingly possessed the images even though he 
never affirmatively downloaded them. 
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Section 22 52 A (c) is an affirmative defense to paragraphs (1), (2), 
(3) (A), (4) and (5) of § 2252A(a). Congress drafted the affirmative defense 
as another method to satisfy the concerns voiced by the Supreme Court in 
Ashcroft r. free Speech ( Coalition . The statute makes it an affirmative defense 
to violate the above stated paragraphs if the material was produced using an 
actual person who was an adult at the time the material was made or the 
alleged child pornography was not produced using actual minors. 

Another affirmative defense is codified at § 2252A(d). This defense 
protects those who innocently access child pornography by accident. One 
may claim this affirmative defense for a charge of violating subsection 
(a)(5) of § 2252A (the possession with intent to view provision) if the 
defendant only possessed fewer than three images, and either promptly 
notified a law enforcement agency or destroyed the images without 
allowing any other person to access or copy the images. 

Subsection (e) addresses admissibility of evidence presented by the 
government. Unless there is good cause, any minors' identifying informa¬ 
tion depicted in the pornography, other than subject’s approximate age, 
may not lie admitted into evidence. Furthermore, the jury' shall be 
instructed that it may not draw inferences of the subject’s age from the 
absence of such identifying evidence. 

Subsection (f) provides civil remedies for conduct that violates subsec¬ 
tions (a) and (b) of § 2252A. 1 A plaintiff may sue for equitable relief, 
compensatory and punitive damages, and collect costs and reasonable fees 
for attorneys and expert witnesses. 

Finally, subsection (g), recently added in 2006 by the Adam Walsh 
Act, 1 ' 2 prohibits child exploitive enterprises. One engages in such an enter¬ 
prise when he, in concert with three or more persons, commits a series of 
child exploitive felonies that constitute three or more separate incidents 
and involve more than one victim/ The penalty for a violation of this 
section is not less than twenty years imprisonment and no more than life 
imprisonment. 174 


4. 18 U.S.C. § 225213 and 18 U.S.C. § 2252C 

These sections, which tend to mirror each other, prohibit misleading 
Internet domain names that intend to deceive a person into viewing 
obscene materials, ' and knowingly embedding words or digital images 
into a website’s source code with the intent to deceive a person into view- 


1. See IS United States ('ode Annotated § 22i5 for civil remedies an aggrieved party 
may pursue for all violations of Title IS, Chapter 110. 

172. Pub. 1 , No. 109-248. § 701. 120 Star. 587, 647 (2006). 

173. 18 U.S.C.A. § 2252A(g)(2) (West 2010). 

174. 18 U.S.C.A. § 2252A(g)(l) (West 2010). 

175. 18 U.S.C,A. § 225215(a) (West 2010). 
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inu: obscene materials. 17 " Furthermore, both sections forbid using decep- 
tion to trick minors into visiting those sites or viewing those materials. 
Finally, these sections both state that if sites or images that clearly contain 
words indicating the sexual content of the site, such as sex and pom, those 
sites and images are not deceiving. 

5. 18 U.S.C. § 2256 


Several definitions that govern terms in Chapter 1 10 are codified at 
this provision. 17 The most important terms defined in this section are 
sexually explicit conduct and child pornography. Sexually explicit conduct is 
defined by two provisions. The definition in subsection (2)(A) of sexually 
explicit conduct is the definition that applies throughout Title lb, Chapter 
110 except when instructed to use the subsection (2)(13) definition. Sub¬ 
section (2)(A) contains two basic schemes for defining sexually explicit con¬ 
duct. First, (2) (A) defines it as conduct that is actual or simulated sexual 
intercourse or other enumerated sex acts between same or opposite 
gendered persons. 1 The second definition of (2) (A) is a catchall provi¬ 
sion. This provision defines sexually explicit conduct as a 4 lascivious exhibi¬ 
tion of the genitals or pubic area of any person.” 1 ' This second portion, 
the lascivious exhibition, is a “catchall” provision that criminalizes graphic- 
depictions of children despite their not being depicted as engaging in an 
enumerated sexual act. 111 " 


76. 18 U.S.C.A. § 2252C(a) (West 2010). 

177. 18 U.S.C.A. § 2256 (West 2010). 

178. 18 U.S.C.A. § 2256(2)(A)(i)-(iv) (West 2009). 

179. 18 U.S.C.A. § 2256(2)(A)(v) (West 2009). 

180. The United States District Court in U.S. v. Dost, 636 F, Supp. 828, So2 (S.l). Cal. 
1986). f iffii. 813 F.2d 1231 (9th Cir. 1987). articulated six factors for a trier of fact to 
consider in determining it a visual depiction is a 1 lascivious exhibition ot the genitals oi 
pubic area.” These factors are as follows: “(1) whether the focal point of the visual 
depiction is on the child’s genitalia or pubic area; (2) whether the setting ot the visual 
depiction is sexually suggestive, i.e., in a place or pose generally associated with sexual 
activity; (3) whether the child is depicted in an unnatural pose, or in inappropriate attire, 
considering the age of the child; (4) whether the child is fully or partially clothed, or nude; 
(5) whether the visual depiction suggests sexual coyness or a willingness to engage in sexual 
activity; (6) whether the visual depiction is intended or designed to elicit a sexual response 
in the viewer.” These six factors (not an exhaustive list of criteria) known as the "Dost 
Factors,” are frequently cited by federal courts and included in several circuits jury 
instructions. E.g. U.S. v. Knox , 32 F,3d 733, 746 n. 10 (3d Cir. 1994); US. e. Wolf, 890 
F.2d 241, 243 (10th Cir. 1989); and see e.g. U.S. v. Prabizio, 459 F.3d 80, 88 (1st Cir. 2006) 
(cautioning against unqualified use of the Dost Factors to inappropriately limit the 
“lascivious exhibition” statutory standard); U.S. u, Wiegand, 812 F.2d 1239, 1243-44 (9th 
Cir. 1987) (arguing that Dost Factors application can be exceedingly lenient to defendants 
in certain circumstances). 
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The subsection (2) (13) definition of sexually explicit conduct only applies 
in the definition of child pornography d y Subsection (2)(13) defines .sexually 
explicit conduct very similarly to (2)(A) but has important differences. This 
provision has three defining schemes. The first, in subsection (i), defines 
1 sexually explicit conduct” as “graphic sexual intercourse”—then follows 
a list of what is considered sexual intercourse—or ‘lascivious simulated 
sexual intercourse where the genitals, breast, or pubic area of any person is 
exhibited.” * 1 ' I he second definition, in subsection (ii), defines “sexually 
explicit conduct” as "graphic or lascivious simulated” enumerated sex 
acts. tvl Finally, the third definition of "sexually explicit conduct" is, again, 
a catchall provision: “graphic or simulated lascivious exhibition of the gen¬ 
itals or pubic area of any person.” 144 

The term graphic, used in the (2)(B) definition of sexually explicit con¬ 
duct is defined at paragraph (10). The provision defines graphic to mean, “a 
viewer can observe any part of the genitals or pubic area of any depicted 
person or animal during any part of the time that the sexually explicit 
conduct is being depicted.The words any part would appear to mean 
that the individual must be depicted nude. 

Other important definitions in § 2256 include paragraph (1), where it 
defines minor as any person under the age of eighteen, which is older than 
the age of consent in most states and countries. 1 *' Paragraph (5) defines 
visual depiction to include, “data stored on computer disk or by electronic- 
means which is capable of conversion into a visual image.” 1 ” Custody or 
connoi means even temporary supervision or responsibility for a minor 
whether legally or illegally obtained. 144 


6. 18 U.S.C.A. § 2258(A) 

This provision imposes certain reporting requirements for electronic 
service providers (namely, Internet service providers). Subsection (a) 

to report. The paragraph (I) states: “Whoever, while 
engaged in providing an electronic communication service or a remote 
computing service to the public through a facility or means of interstate or 
foreign commerce, obtains actual knowledge of any facts or circumstances 
described in [§§ 2251, 2251 A, 2252, 2252A, 2252(13) and 2260 that 
involve child pornography j shall, as soon as reasonably possible. . . make 
a report to the CyberTipLine of the National Center for Missing and 


: x I, ! he definition ot "child pornography'' was explained supra at 14. 

1X2. 18 U.S.C.A. § 2256(2)(13)(i) (West 2009). 

183. 18 U.S.C.A. § 2256(2)(13)(ii) (West 2009). 

184. 18 U.S.C.A. § 2256(2)(B)(iii) (West 2009). 

185. 18 U.S.C.A. § 2256(10) (West 2009). 

1 86. 18 U.S.C.A. § 2256(1) (West 2009). 

187. 18 U.S.C.A. § 2256(5) (West 2009). 

188. 18 U.S.C.A. § 2256(7) (West 2010). 
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Exploited Children. IS9 Subsection (c) requires the NCMEC 
this information to the appropriate law enforcement agency. 


to forward 
Subsection 


(e) specifies penalties for the communication providers that fail to report. 
The statute states: 


An[y]. . . provider that knowingly and willfully fails to make 
a report required under subsection (a)(1) shall be fined—(1) 
in the case of an initial knowing and willful failure to make a 
report, not more than $ 150,000; and (2) in the case of any 


ton 


second or subsequent knowing and willful failure to make a 
report, not more than $ 300 

Finally, subsection (f) states § 2258A shall not be construed to require 
communication providers to monitor users, to monitor content, or to 
“affirmatively seek facts or circumstances .” m 


7. 18 U.S.C. § 2258B 

Finally, the last of the most significant federal statutes regarding child 
pornography is § 2258B. This section provides limited liability protection 
for electronic communication service providers. Subsection (a) gives qual¬ 
ified immunity from criminal charges and limited liability from civil claims 
to companies that comply with § 2258A’s reporting requirements. These 
protections apply in both federal and state courts and extend to the com¬ 
panies, their directors, officers, employees, and agents. 192 Subsection (b), 
however, qualifies the legal protection given those actors . m This protec¬ 
tion does not apply to intentional misconduct and acting/failing to act 
with actual malice or reckless disregard to a “substantial” risk of physical 
injury; or using the information for a purpose unrelated to the duties 
imposed under § 2258A. Lastly, subsection (c) imposes a requirement on 
electronic service providers to minimize the number of employees who 
have access to images criminalized under § 2258A and § 2258C; it requires 
the companies to permanently destroy such images at law enforcement 
agencies’ requests. 194 


O. Conclusion 


Criminal law proscribing child pornography has evolved in the 
United States since the late 1970s. The Supreme Court interpreted the 
Constitution to not provide First Amendment protection to child pornog- 



However, Congress 


overreached with its criminalization of virtu 



189. 18 U.S.C.A. § 2258A(a)(1)(A) (West 2010). 

190. 18 U.S.C.A. § 2258A(e)(l)-(2) (West 2010). 

191. 18 U.S.C.A. § 2258A(f) (West 2010). 

192. 18 U.S.C.A. § 2258B(a) (West 2010). 

193. 18 U.S.C.A. § 225813(b) (West 2010). 

194. 18 U.S.C.A. § 2258B(c) (West 2010). 
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cjnld pom in the CPPA. it remains to be seen whether the more narrowly 
tailored language of the PROTECT A ct will pass constitutional muster. 
Federal criminal law prohibiting child porn — codified at Title 18, Chapter 

ilf of the U.S, Code—provides federal prosecutors and federal law 
enforcement agencies with a variety of tools to crackdown on this horrific 
crime. But what strategies and methods do law enforcement agencies use 
to enforce the law: Are those methods effective? Further, what unique 
challenges are posed by investigating the online trade of child pornogra¬ 
phy? Those questions will be discussed and answered in the forthcoming 
section. 


IV. i he Ineffective Response of Law Enforcement - Agencies 

A. Introduction 

Congress and courts have invested significant legislative and judicial 
resources towards eliminating the open trade of child pornography on the 
Internet. Likewise, law enforcement agencies, non-profit organizations, 
and private actors have dedicated time and money towards addressing this 
widespread problem. These entities have enjoyed some high profile suc¬ 
cesses. However, as we will see, law enforcement has only succeeded at 
driving the child porn trade from the surface of the Internet. While it is 
unlikely one would stumble across child pornography simply by typing in 
the term child pom in an Internet search engine like Google, the trade is 
thriving m the underground Internet community. 


B. Federal Programs Combating Child Pornography 

Law enforcement agencies throughout the country have responded to 
die mass proliferation of child pornography through the Internet. Several 
federal law enforcement agencies have specific programs targeting child 
porn. These agencies and programs include: the Federal Bureau of Inves¬ 
tigation’s (“FBI”) innocent Images National Initiative; the Department of 
Justice’s (“DOJ”) Child Exploitation and Obscenity Section (part of the 
'' J s Criminal Division); Immigration and Customs Enforcement’s 
(“ICE”) Cyber Crimes Center - Child Exploitation Section; and the U.S. 
Postal Investigation Service. These agencies supplement local and state law 
enforcement efforts across the United States. 

In order to strengthen coordination between local and federal agen¬ 
cies targeting child pornography, the DOJ funds forty-six permanent 
Internet Crimes Against Children (ICAC) task forces located in many 
regions throughout the United States. 1 ' l hese programs represent a sig¬ 
nificant investment of resources by the federal government to combat the 
child porn epidemic. For example, the FBI’s Innocent Images program is 


ITS. Michelle Collins, Child Pornography: A Closer Look, 74 Police Chief 40, 43 (Mar. 
2007). 
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funded bv an annual $10 million earmark 196 and more than 200 agents are 

J 

assigned to work on cyber child pornography nationwide. 1 ' 

Additionally, the National Center for Missing and Exploited Chil¬ 
dren (“NCMEC”), a 501(c)(3) nonprofit organization, provides several 
services to assist law enforcement’s efforts. 1 ' H Perhaps most importantly, it 
runs the con gressionally-m an dated CyberTipLine, which serves as a 
clearinghouse for all information regarding Internet child sexual exploita¬ 
tion. Since the tip line was established in 1998, it has processed more 
than 680,000 tips regarding Internet child pornography. 2 "" The Center’s 
staff evaluates information from these leads and forward it to the appropri¬ 
ate law enforcement agency if warranted. Also, the NCMEC runs the 
Child Identification Program, which is a central repository for information 
regarding identified victims of child pornography. This program assists 
prosecutors by allowing them to submit proof to juries that a particular 
item of child pornography depicts an actual, known victim. Approxi¬ 
mately twelve federal law enforcement agents are permanently assigned to 
the NCMEC, underscoring its importance in the nation’s war against 
c h i 1 d p o m o gra p h y. 201 


C. Current Cato Enforcement Strategies and Tactics 
1. Digital Evidence is Left Behind on the Internet and on Computers 

Law enforcement agencies utilize a variety of technical and “old fash¬ 
ioned” tools to combat the production, distribution, and possession of 
child pornography. In order to understand these methods, a brief back¬ 
ground on information technology will follow. ” 2 Internet child pornog¬ 
raphy investigations involve images and videos that were created, 
distributed, or possessed using computers. Just as in traditional law 
enforcement investigations of murder, for example, Locard’s Exchange 
Principle applies to digital law enforcement investigations as well. Locard, 
a pioneering late nineteenth and early twentieth century forensic scientist, 
postulated that whenever a criminal enters a crime scene, she leaves behind 


196. FBI. Innocent Images, Looking Back Over the Years-and Overseas, http://fbi.gov/page2/ 

feb06/innocenetirmgesl0years2.htm (Feb. 24, 2006). 

197. FBI. 10 Years of Protecting Our Children, Cracking Down on Sexual Predators on the 
Internet, http:// www.fbi.gov/news/stories/20()3/december/online_ 1 20203 (Dec. 2, 


_■ k.- ' J 


supra n. 191. 


198. C 

199. Id. at 40. 

200. NCMEC, CyberTipLine Fact Sheet, http://www.missingkids.com/en_US/ 
documents/Cyber' fiplineFactShect.pdf (Jan. 18, 2010). 

201. Collins, supra n. 191, at 40. 

202. A complete technical discussion on how computers operate is outside the scope of 
this paper; also, the author assumes the reader possesses a basic level of information 
tech n ology c ompeten ey * 
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evidence and takes evidence of the scene with her.- 113 This principle 
applies in the digital realm as well: when a computer accesses a file con¬ 
taining child pornography on the Internet, digital evidence is left behind, 
both on computers across the Internet and on the individual^ computer. 
According to the Scientific Working Group on Digital Evidence, digital 
evidence is information of probative value stored or transmitted in digital 
form/" 4 When a computer accesses the Internet, it often goes through a 
commercial portal called an Internet Service Provider (“ISP”). The indi¬ 
vidual s computer uses telecommunication infrastructure, such as phone 
lines or cable lines, to transfer digital information (called packets or 
datagrams) between it and the ISP’s servers. 2 "" A server is any open com¬ 
puter system that provides service to computers on a network, 216 Thus, an 
ISP allows many computers to access its servers and facilitates communica¬ 
tion between those connected computers. Further, many servers are con¬ 
nected together along with those servers’ connected computers. This 
collection of computers, telecommunication infrastructure, and servers 
form the Internet. An individual computer surfing the World Wide Web 
oi sending e-mail utilizes the services of many different servers. 

When a computer accesses an ISP, it is assigned an Internet Protocol 
Cm address. An IP address is a numerical label which provides a “desti¬ 
nation’' for one’s computer in cyberspace. * 2 " 7 Blocks of IP addresses are 
assigned to ISPs through the Internet Assigned Numbers Authority (the 
entity that regulates global IP address allocation), via Regional Internet 
Registries. 2, ’ IP addresses can either be static or dynamic Static IP 
addresses are assigned individually by a system administrator. This is time 
consuming; thus, most personal computers accessing commercial ISPs util¬ 
ize dynamic IP addresses. Dynamic IP address technology allows a net- 
work of computers to share a limited number of IP addresses; such 
technology is predicated on the assumption that not every computer will 
access the Internet at the same time. 2 1 Each time a computer employs 
dynamic IP technology to access an ISP, the computer is automatically 
assigned one of that computer network’s IP addresses. Because of this, 
ISPs maintain assignment logs that show which computer used a given IP 


2n3, Ferraro Mattei Monique et ah, Investigating (Ihild exploitation and Pornography, 129- 
30 (Elsevier Academic Press 2005). 

204. Id. at 79. 

2u5. Info. So. Inst, U. S. Cal., DQD Standard Internes Protocol 1, http://"www.ietf.org/ 
rfc/rfc0760.txt (Jan. 1980) [hereinafter Standard Internet Protocol],. 

206. Ferraro et ah, supra n. 198, at 86. 

207. Standard Internet Protocol , supra n. 200, at 7. 

208. Internet Assigned Numbers Authority, Xumber Resources, http://www.iana.org/ 
numbers/ (accessed May 12, 2010). 

2 1 '9. Netgear, IPhat is an IP Address?, http:// 5 upp 0 rt.netgear.com/app/answers/detaTl/ 
a_id/1198 (accessed May 12. 2010). 

210. Id. 
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address at a certain time and what other IP addresses that computer 
accessed (i.e., what servers or websites the individual’s computer “vis¬ 
ited”).' 1! Websites are assigned IP addresses also. The Domain Name Sys¬ 
tem (“DNS”) translates human-friendly alphabetical website addresses into 
computer-friendly numerical IP addresses. 212 For example, DNS will con¬ 
vert the website address http://www.google.com to one of its IP addresses, 
74.125.129.106. 213 Large websites may have many IP addresses which will 
be accessed depending on where one is located. 

Moreover, websites are also hosted on servers; these web servers 
maintain logs showing the IP addresses that accessed their websites. 
Hence, an individual creates records when she uses a computer (showing 
what websites she accessed) and the website she accesses creates records 
(showing what IP addresses accessed the website). These corresponding 
records show what was accessed, by whom and when, on both sides of the 
transaction. This information shows continuity of offense, which is necessary 
for the prosecution to show for a conviction. ” 1 

To illustrate this, assume that law enforcement officers seized a web 
server containing child pornography. The investigators could use the log 
files from the server hosting the website to determine what IP addresses 
accessed the child porn files. The criminal investigators could then back¬ 
track to the ISP that was assigned that block of IP addresses by the regional 
IP address-allocating registry. If the IP address is dynamically assigned, as 
it likely is, the investigators would need the provider’s IP address assign¬ 
ment logs to determine which computer was assigned that IP address at the 
particular time it was recorded accessing the website containing child 
pornography. 

This complicated process is significantly simplified in this example: 
investigators skipped the first step of detecting the website which hosted 
the child pornography. The process is hampered by ISPs not maintaining 
extensive logs. ISPs may not store complete logs for long periods of time 
because the computer space required to store that data would be enor¬ 
mous. As time passes, ISPs systematically purge their log data. For exam¬ 
ple, Cox Communications, a major ISP, retains IP address assignment logs 
only for up to six months. 215 Moreover, investigators also have the difficult 
task of establishing a certain individual used the computer to access the 


211. Ferraro et al., 

212. Citizendium, 


supra n. 198, at 86. 

Domain Name System, http://en.citizendium.org/wiki/DNS (accessed 


May 12, 2010). 

213. Google.com has many different IP addresses in order to handle the large amount of 
Internet traffic it receives. The IP address for Google.com may be different than the one 
stated above depending on where one accesses the Internet. 

214. Ferraro et al, supra n. 198, at 130. 

215. Cox Commun., Notice to Parties Serving Subpoenas on Cox Communications, http:// 

www.cox.com/policy/leainformation/LEAInformation_print.pdf (accessed May 12, 
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illegal material. While this task may be relatively easy if only one person 

has access to the computer, this can be difficult if it is a family or business 
computer. 

Another challenge to investigators is that computer savvy individuals 
use proxies to disguise their IP addresses with fake ones. Proxies are addi¬ 
tional layers of servers through which one can access the Internet. When 
an individual accesses the Internet through a proxy, website servers record 
only the IP address of the proxy and not the IP address of the individual’s 
computer. This greatly frustrates law enforcement detection. 2,(1 Commer¬ 
cial services generally keep IP records of their customers and maintain 
some web proxies; some purposefully do not maintain access logs which 
can make determining an actual I P address very difficult. 217 Other web 
proxies are poorly managed networks that inadvertently allow computer 
savvy individuals to use their system. 21 * Either way, it is not possible to 
detect the individual s true IP address. However, the use of web proxies 
makes investigations more difficult and consumes law enforcement a veil- 
cies’ resources; thus the use of web proxies decreases the odds that law 
enforcement personnel will pursue a low level offender. Similarly, there 
are other methods of concealing one’s identity or misdirecting investiga¬ 
tors’ attention, such as e-mail header forgery. 21 " Again, like the use of web 
proxies, these methods may not be foolproof; even if they are not success¬ 
ful at diverting law enforcement attention, they do serve to frustrate and 
prolong investigations and insulate low-level offenders, 

A perpetrator’s own computer can also be a treasure trove of digital 
evidence for criminal investigators. Many people incorrectly assume that 
when one deletes a file from his or her computer, the file is permanently 
destroyed. In reality, records about the file, called metadata , remain and 
oftentimes the file itself can be recovered.”" Unfortunately, sophisticated 
perpetrators can take steps to hide or destroy this digital evidence. One 
particularly problematic method is password encryption of files. While 
programs exist that allow investigators to bypass a weak encryption or force 
open an encryption by literally trying every single available password, these 
methods are not always successful for more powerful encryptions; and they 
consume law enforcement’s time. For example, the program Distributed 
Network Attack, using a cluster of 100 off-the-shelf desktop computers, 
can try every possible 40-bit encryption key in five days. 221 This example 
demonstrates the significant investment of time and forensic resources 
required for these types of investigations. Often, it may not be a wise 


2 I 6. Ferraro et al. 

217. Id, at 145- 

218. U, 

219. Id. at 147. 

220. Id. at 1 98. 

22 I . Id. at 204. 


supra n. 198, at 14.8 
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allocation of resources to spend so much time trying to crack one encryp¬ 
tion, as this technique may prove impossible for more powerful encryp¬ 
tions. In one instance, a suspected perpetrator was so confident in his 
encryption that he gave detectives permission to examine his computer; 
still, they could not locate the concealed pornography. 222 


D. Methods of Criminal Investigations 

Police have a variety of methods and tools for detecting Internet child 
pornography traffic. As stated above, digital evidence is left on servers all 
over the Internet. Often, once police identify a suspect and deem his 
behavior egregious enough to warrant investing the resources necessary, it 
can be as “simple” as following the breadcrumbs. 

Another method that is popular among law enforcement is posing as a 
child in Internet chat rooms. Investigators develop a persona of a child arid 
wait in Internet chat rooms for individuals to engage them in conversation 
about illegal conduct. Aware of the entrapment defense, detectives are 
careful to allow the suspect to raise any issue of illegal conduct In fact, law 
enforcement training instructs undercover operatives to give suspects sev¬ 
eral opportunities to withdraw from the encounter by saying such things 
as, “Isn’t this stuff illegal? Can’t we get in trouble?” 223 These types of state¬ 
ments by undercover operatives help nullify an entrapment defense and 
demonstrate that the perpetrator had an opportunity to abandon the illegal 

activity but instead made an affirmative decision to continue it. Because 

/ 

this type of investigation requires relatively little technical resources and 
expertise to carry out and purportedly targets the most serious offenders 
(those who are actively searching for child victims), it is a favorite of local 
law enforcement investigators. 

Classic law enforcement methods are also extremely important in 
child pornography investigations. Surveillance of a suspect computer to 
determine who accesses it and what times can be essential in preemptively 
defeating what police investigators have entitled the “Some Other Dude 
Did It” defense. 224 Suspect interrogation and “flipping” a suspect are also 
vitally important investigative tools. Police cracked the largest and most 
sophisticated known Internet child pornography ring, the Wonderland 
Club, by identifying a suspect and getting him to turn over information 
that led to hundreds of other individuals in forty countries. 22 ’’ 


222. O’Donnell & Milner, supra n. 1, at 161. 

223. Ferraro et al., supra n. 198, at 11.0. 

224. Id. at 111. 

225. O’Donnell & Milner, supra n. 1, at 38. 
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E. Law Enforcement Agencies’ Successes 


Law enforcement agencies have enjoyed high profile successes; the 
Wonderland Club case is a notable example. In 1996, investigators in San 
Jose, California discovered a child abuser had transmitted live images to a 
California ring of pedophiles that was later identified as the Orchid 
Clubf” Investigating the Orchid Club led law enforcement officers to 
three men in the United Kingdom, Their computers contained evidence 
of a far larger child pornography exchange organization with international 
reach, known as Wonderland. The investigation, dubbed “Operation 
Cathedral, became the largest operation in international policing to date. 
Operation Cathedral uncovered a closed Internet network of over 200 
elite child pornography traffickers representing over forty countries, 
including the United States, United Kingdom, Australia, France, and Ger¬ 
many.”' Access to the group was tightly controlled. There were five dif¬ 
ferent levels of security including complex passwords and encryption. 22 * As 
an additional safeguard, the group employed extensive procedures for vet¬ 
ting new members including a requirement that a new candidate produce 
10,000 child pornographic images. 2 ”' The group's name was a reference to 
Lewis Carroll s novel, Alice’s Adventures in Wonderland ; it even employed 
the o symbol as another layer of security by making its name alphanu¬ 
meric. XVI Wonderland distributed a vast amount of child pornography, 
estimated at over 750,000 images featuring 1,200 unique children. 221 This 
number is even more staggering given that broadband Internet speed was 
not widely available twelve years ago. 

Law enforcement investigators had other major successes in the war 
on Internet child pornography. In 2004, “Operation Falcon” disrupted a 
Florida-based credit card billing service that acted as a global money-laun¬ 
dering scheme involving thousands of paying members for fifty child por¬ 
nographic websites. 2 ’ 2 The FBI’s Innocent Images unit collaborated with 
the Queensland Police Service of Brisbane, Australia in 2006’s “Operation 
Achilles:” the operation netted fourteen United States citizens as part of an 
international child pornography distribution enterprise. 21 ' These examples 


726. BBC News Online, Pom Ring ‘lias Real Child Abuse,’ http://news.bbe.co.nk/2/ 
iovvAik_news/l 109787.stm/ (fan. 10, 2001) [hereinafter Pom Ring]. 
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illustrate law enforcement agencies’ stunning success at investigating these 
complicated, m llltlj urisdictional crimes. 

Similarly, United States prosecutors achieved overwhelming success 
in prosecuting child pornography offenders. One study determined fed¬ 
eral prosecutors either obtained guilty pleas or convictions in 93% of cases 
regarding Internet sex crimes against minors, while state prosecutors had a 
95% rate of guilty pleas or convictions. 2 ' 14 Although a different study 
showed local prosecutors obtain pleas or convictions a lower rate, 2 "’ it is 
clear state and federal prosecutors are, by and large, successfully prosecut¬ 
ing Internet child pornography cases. 

In addition to law enforcement agencies, nonprofit and private sector 
entities are collaborating to combat Internet child pornography distribu¬ 
tion. One initiative, spearheaded by the IN CM EC, is the Financial Coali¬ 
tion Against Child Pornography. This volunteer organization comprised 
of companies and trade associations use financial institutions’ collective 
expertise and resources to combat commercial Internet child pornography 
distribution by shutting down the flow of funds from payor banks and 
other payment facilitating entities to identified commercial child pornog¬ 
raphy websites. 2 '™ The coalition is comprised of banks, credit card compa¬ 
nies, third-party payment companies and Internet service companies, 
including American Express, Bank of America, Citigroup, Discover, 
Google, MasterCard, Microsoft, PayPal, Visa and others. 2w The coalition’s 
goal is to augment traditional law enforcement efforts by disrupting the 
financial incentive for child pornography production and distribution: 
“| 1 jhe first priority is always criminal prosecution,” said Coalition 
founder Ernie Allen. “However, our fundamental premise is that it is 
impossible to arrest and prosecute everybody. That’s why it’s important to 
follow the money and disrupt the economics of the child pornography 
business.” 2 ™ While success is difficult to measure in this area, the coalition 
claims its efforts are having an impact; it observed a trend of commercial 
child pornography websites directing buyers away from credit cards and 
other obvious payment systems to alternative methods. 230 

Manv ISPs have also entered into voluntary conduct codes to self- 
regulate against child pornography. 2 ”' The United Kingdom Internet Ser¬ 
vice Providers Association began following a conduct code in 1999, which 
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requires signatory ISPs to remove illegal materials in cooperation with the 
UK’s Internet Watch Foundation. 3 " Further, other private entities act 
against child pornography in many ad hoc ways. For example, free website 
hosting services such as http://wuw.anjjelfire.com and http: / /mums sexhound, 
net acted aggressively in 2000 to eradicate child pornography on their serv- 
ersv - In 2003, AOL and Microsoft closed down their free, unmoderated 


chat rooms in recognition of their use as conduits for exchange of child 
pornography and solicitation of child victims. 243 


F. Shortcomings of Current Law Enforcement Methods 


Despite the aforementioned successes, current law enforcement strat¬ 
egies and tactics appear to have little efficacy in curbing Internet child 
pornography distribution. On this point, researchers Schell, Martin, 
1 hmg, and Rue da write: “Methods currently employed to combat child 
pornography are considered even by the experts themselves to be rather 
primitive and inefficient.” 244 Indeed, by almost every metric, child por¬ 
nography seems to be proliferating. The number of cases the FBI investi¬ 
gated between 1996 and 2005 rose by 2,026%, from 1 13 investigations to 
2,402 while the number of arrests skyrocketed 2,325%, from 68 arrests to 

V 

1,649%' Federal child pornography and child abuse prosecutions increased 
more than 350% between 1995 and 2005. 34,1 These crime statistics, while 
daunting, do not even consider U.S. local law enforcement agencies’ 
efforts. A report by the NCMEC indicated that federal law enforcement 
agencies participated in only 46% of child pornography investigations, 
i bus, the statistics above do not even reflect half of the problem in this 
country, let alone the problem internationally. Further, the NCMEC’s 
CyberTipLine recorded a thirty-fold increase in Internet child pornogra¬ 
phy reports between 1998 and 2004, from 3,267 to 106,119 reports. 347 
While some increase is probably attributable to greater awareness of the 
CyberTipLine’s existence and ISPs’ legal duty to file reports, from these 
statistics experts have concluded, “it is clear that the Internet is helping to 
fuel an epidemic of child pornography.” 348 

As the Internet knows no borders, the child pornography crisis is not 
merely confined to the United States. A 2005 Canadian report by the 
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Office of Statistics stated charges relating to child pornography increased 
eight-fold between 1998 and 2003. 249 Ireland’s version of the NCMEC’s 
CyberTipLine, the Hotline, showed a substantial increase in Internet child 
pornography reports from 2003 to 2005. 259 The United Kingdom’s 
Internet Watch Foundation claims there are an increasing number of web¬ 
sites hosting child pornography, including commercial sites hosted in the 
U.S. or Russia. 2:11 Finally, an axiom of law enforcement is the crimes 
investigated and prosecuted typically only represent a small portion of the 
overall problem. Therefore, child pornography continues to proliferate 
across the Internet unabated despite a decade of significant law enforce¬ 
ment, private sector, and media attention. How is this possible? 


G. Unique Problems of Internet Child Pornography Investigations 

There are several problems with effectively enforcing laws proscribing 
Internet child pornography. First, the Internet is transjurisdictional. This 
creates two challenging problems. The first problem is legal in nature: 
because the Internet crosses national boundaries, it makes defining illegal 
conduct difficult. This is especially difficult with child pornography. As 
stated earlier, western attitudes proscribing child pornography is a rela¬ 
tively recent development. 2 ® 3 These attitudes are not universally shared. 
Even among European countries, there are disagreements over what age 
and content constitutes child pornography. 253 Even if an agreement is 
reached that a given material is child pornography, there is disagreement as 
to the severity of the offense. 2;>4 U.S. federal law is somewhat out of step 
with the rest of the western world, as “minor” is defined as anyone under 
the age of eighteen, 2 ” whereas even in many U.S. states the age of consent 
is sixteen. 259 The cultural differences are even greater with countries from 
differen t regions. Japan is a notable example of a developed nation that has 
relatively relaxed laws and cultural attitudes regarding child pornography. 257 
Further, even if a country defines child pornography as a crime, it may be 
a relatively low domestic priority when weighed against more pressing 
social ills, 258 or the country may have weak or corrupt law enforcement 
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agencies.'"’' A second problem the trail sjurisdictional nature of the Internet 
poses is to effective enforcement. Many child pornography crimes cross 
state or national boundaries, it is not uncommon for a simple investigation 
to require three separate police organizations. This complication manifests 
itself in many ways; (1) unlike many crimes, a single law enforcement unit 
may not carry out the investigations, requiring a much higher degree of 
reliance, coordination and collaboration than law enforcement officers are 
used to; (2) it requires soliciting the voluntary participation of other police 
organizations that may be governed by different laws and different social 
attitudes or institutional policies towards child pornography; and (3) simple 
logistical difficulties posed by working across different time zones and lan¬ 
guage barriers. Moreover. Internet pedophiles recognize and exploit these 
imiltijurisdictional difficulties. On a child pornography message board, 
one poster advised others on obtaining an anonymous e-mail account: '"Do 
not use sites like Hotmail. . . . Best to go to some boolah-boolah country 
in Africa or Asia or sites in the Mu' neighborhood [Nauru]. Never your 
own country, as this only makes legal issues easier for LEA’s [law enforce¬ 


ment agencies l. 




A second problem to effective Internet policing is its decentralized 
nature. No one country’s laws govern and the “plumbing” of the Internet 
is owned and operated by thousands of different entities. These entities 
have different legal obligations and competing business priorities. While 
LSI’s in the United States are required by law to file a report with the 
NCMEC’s CyberTipLine if they have actual knowledge of child pornog¬ 
raphy on their servers, 2 '' 1 and many larger ISPs have voluntarily agreed to 
industry conduct codes to self-regulate child pornography on the ISPs’ 
servers, 2 '' 2 smaller ISPs in foreign countries may operate under relaxed laws 
or cultural norms that do not see child pornography as a serious crime. 
Thus, they even have a financial incentive to tolerate or encourage 
pedophiles utilizing their servers. Underscoring this point—even in the 
United States, which has a contemporary culture of zero tolerance for 
child pornography —fewer than 300 of the few thousand ISPs operating in 
the U.S. have voluntarily registered with the NCMEC. This demonstrates 
private entities are reluctant to act when it is not in their financial interest; 
this will be exacerbated in countries blind to the seriousness of child por¬ 
nography. Moreover, Internet pedophiles exploit the decentralized nature 
of the Internet. When an ISP or jurisdiction becomes intolerant of child 
pornography, the content merely flows to a friendlier environment: 
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Forde and Patterson (1998) found that the tremendous flexi¬ 
bility of the Internet enabled pedophiles to congregate at 
virtual locations that changed according to circumstances. 

At the beginning of their study, most web pages proclaiming 
an interest in boys were located in Western Europe. When 
the Internet Service Providers started withdrawing services 
this resulted in a period of upheaval with many pages relo¬ 
cating to Canada. However within a short space of time 
pages had returned, but now to Eastern Europe, with new 
servers under development in Russia. 263 

Thus, the decentralized nature of the network makes eradicating child por¬ 
nography next to impossible since, as Jenkins described it, one “bandit” 
country tolerating child pornography can completely undermine the laws 
and efforts of all others as the material freely flows through the servers 
located in its jurisdiction. 264 

Another difficulty in stamping out Internet child pornography is the 
manner in which it is distributed through the Internet. Internet pedophiles 
use message boards, largely based in Japan, to facilitate child pornography 
distribution and provide technical tutorials to “newbie” pedophiles. A 
pedophile, armed with a web proxy and an anonymous e-mail address 
from a provider in a third world country, will then, for example, create a 
temporary website containing child pornography at a legitimate free web¬ 
site hosting service, such as lycos.corn, and post the URL to the message 
boards. As Jenkins described it: 

There is a continuing battle of wits between the posters and 
the administrators of the servers. . . . Not every' new Web 
page can be checked instantly, and server administrators rely 
heavily on search robots to scan the tides of home pages for 
any keyword that indicate the presence of child 
pornography. 263 

However, Jenkins observed the Internet pedophilia subculture had become 
skilled at evading automated web surveillance by using code words relating 
to sports. The pedophiles efforts, however, only succeed in keeping the 
website alive for only a few hours or minutes; as pedophiles from the 
boards flood the site, the administrator becomes aware of a spike in traffic, 
investigates, and deletes the site. This cat-and-mouse game is repeated 
countless times and is the reason why eradicating child pornography, even 
when the content is hosted on websites in western countries with strict 
laws and significant enforcement resources, is so difficult: as soon as the 
authorities respond, the pedophiles have moved on. ”Ii there were indeed 
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thousands of Web sites with known, fixed URLs,” Jenkins writes, “they 
could all be shut down in a matter of days.” 2 ' 1 '’ 

Moreover, pedophiles use child pornography distribution methods 
other than traditional websites that are difficult to detect and disrupt, such 
as peer-to-peer technology 2 '’ 7 and Usenet newsgroups. 2 ™ Peer-to-peer 
technology is "a form of networking that allows direct communication 
between computer users so that they can access and share each other’s files 
(including images, video, and software).” 2 '’ 9 Peer-to-peer technology 
comes in two varieties: centralized and decentralized. Centralized peer- 
to-peer technology' uses a central server as a broker to match file “sellers” 
with file “buyers” (though no money is exchanged), whereas decentralized 
peer-to-peer technology allows file exchange without using a central bro¬ 
ker (and thus no central server that keeps track of users and their transac¬ 
tions). A recent study found child pornography is prevalent on the most 
popular peer-to-peer client, Gnutella. The study confirmed a “large 
amount of peer-to-peer traffic is dedicated to child pornography 7 . ” 27 '’ Fur¬ 
ther, the study found peer-to-peer queries requested subjects with a 
median age of thirteen shears old. 2 ' 1 However, the researcher was unable to 
confirm when material actually contained the material its filename claimed 
as it is illegal under U.S. law even for bona fide researchers to view child 
pornography. 272 The increased use of peer-to-peer technology is troubling 
because it may represent the easiest means of distributing child pornogra¬ 
phy. An Internet pedophile neither needs any particular technological 
expertise nor must pay a subscription fee to use peer-to-peer applications. 
Further, the increased use of decentralized pecr-to-peer technology is a 
major frustration to law enforcement investigations as it cuts out a central¬ 
ized “middle man,” which would be a major repository of records. While 
this does not preclude investigations of child pornography on peer-to-peer 
networks, it makes it more difficult and time consuming for law' enforce¬ 
ment (thus results in fewer arrests). 

Usenet is a separate entity from the World Wide Web and actually 
predates it. Usenet is separated into thousands of topical “newsgroups” 
and is akin to a hybrid between Internet message boards and e-mail. 272 


266. Jenkins, supra n. 7, at 70. 

267. Govt. Accountability Off,, Child Pornography is Readily Accessible over Peer-to-Peer 
Networks i httpr/Avww.gao, gov/new.items/d03537t.pdf (accessed May 12, 201 0) 

j h e rein a tter Peer-to- Peer Net.u >arks ], 

268. Jenkins, supra n. 7, at 54. 

269. Chad M.S. Steel, Child Pornography in Peer-to-Peer Networks^ 33 Child Abuse & r 
Neglect 560, 561 (2008). 

270. Id at 560 . 

271. Id 

272. Id at 561. 

273. Paul K. Ohm, Student Author, On Regulating the Internet: Usenet> A Case Study , 46 
UCLA L. Rev. 1941, 194 




2011 ] 


Going on the Offensive 


51 


When one posts content to a newsgroup it becomes available to whomever 
logs- on to the group, like a message board. Unlike a message board, in 
which the content resides on a single server, content uploaded to a new¬ 
sgroup is automatically distributed to Usenet servers throughout the world: 

Unlike most other Internet services - particularly the World 
Wide Web , . . messages are not stored “anywhere,” but 
rather are stored “everywhere.” The messages are not kept 
on one central computer or central group of computers, but 
instead are copied, or “propagated,” from computer to com¬ 
puter throughout the network. 275 

As Usenet is even more decentralized than the World Wide Web—because 
an image posted on a website originally only exists on that one web server, 
whereas Usenet automatically distributes the material to thousands of serv¬ 
ers—it makes removing a child pornographic image from distribution 
impossible once posted on a newsgroup. 

Child pornography exists in large quantities on Usenet. While using 
Usenet requires a hit more technological sophistication and typically a sub¬ 
scription to a Usenet server, the Internet pedophile is handsomely 
rewarded. One experienced pedophile advised a novice on a message 
hoard, “trading thru e-mail is a rather un-efficient [sic] way to get pics. 
Learn about using newsgroups instead, that way you will be able to fill a 
few CD’s every week ;).” 276 Indeed, a 2001 study confirmed this state¬ 
ment, finding that approximately 15% of pornography available on thirty- 
two Usenet newsgroups was child pornography. 277 However, this study 
may be under inclusive; the study’s methodology reveals the two most 
popular child pornography newsgroups, “alt.binaries.pictures.erotica.pre- 
teen” and “alt.binaries.pictures.erotic.ll-series,” 27,5 were not included in the 
study. 277 Regardless, a significant amount of child pornography is distrib¬ 
uted through Usenet. 

Moreover, just as the Internet’s decentralized nature frustrates 
enforcement, the child pornography subculture’s decentralized structure 
makes it virtually impervious to eradication. Internet pedophiles are com¬ 
pletely immune to “decapitating” strikes by law enforcement to which 
other types of criminal enterprises are susceptible. Again, Jenkins states the 
problem perfectly: 
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[T|he nature of this type of commerce means that police 
cannot achieve the same kind of permanently crippling 
effect that they would expect in winding up a terrorist 
organization. ... In the case of child porn, police cannot 
take out leaders or agitators, because there are none. Nor 
can they destroy infrastructure, on the analogy of raiding 
drug labs, because the institutions of the porn trade are 
neither fixed nor localized. 2 ”' : 


Further, child pornographers almost never have identifying information 
on other Internet pedophiles. Jenkins documented Internet pedophiles’ 
derisive message board response to a naive poster suggesting board mem¬ 
bers should meet in person. One poster replied: “what the hell . . . We 
could start a club, maybe next door to the Girl Scouts? Nice neon sign in 
the window: "Pedo Trade Meeting Every Friday at 5pm . . , Why would 
you want to meet anyone? Enjoy the anonymous camaraderie . . . don’t 
push your luck.”~ S: Unlike child pornography distribution prior to the 
invention of the Internet, pedophiles can communicate with one another 
and distribute pornography without releasing any personal information to 
one another. In essence, Internet child pornography distributors have 
achieved a state of operational independence of which terrorist cells could 
only dream. 

J 

Another obstacle to effectively investigating and eliminating child 
pornography is that many police agencies are at a disadvantage with tech¬ 
nical know-how vis-a-vis Internet pedophiles. As a group. Internet 
pedophiles have an unusually high degree of technical sophistication 
whereas law enforcement officers typically do not. Moreover, the more 
technical training a law enforcement agent receives, the more attractive 
private firms become with their correspondingly higher salaries and nor¬ 
mal working hours. Further, as the Internet pedophiles are technologi¬ 
cally savvy, they are quick to adopt new technologies and techniques 
before law enforcement. 282 Interestingly, they monitor law enforcement 
activities just as law enforcement monitors them. Jenkins documented 
many instances of pedophiles scrutinizing media accounts of arrests in 
child pornography cases in order to assess law enforcement methods. 283 He 
writes, “Board participants are well aware of the various traps and investi¬ 
gations and regularly post news clippings and summaries of criminal cases 
as they arise, so other enthusiasts can learn about law enforcement tech¬ 
niques and be sure not to make the same mistake themselves.” 28 ' 1 Thus, 
because of most police organizations’ dearth of technical know-how and 
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institutional pressures to make arrests, Jenkins argues police officers only 
succeed at arresting the low hanging fruit: inexperienced pedophiles or 
those stupid enough to actively solicit children in Internet chat rooms. 28 " 
The core of the Internet child pornography subculture, Jenkins believes, 
has been active for decades and will continue to elude law enforcement. 28t> 

A fundamental problem frustrating efforts to crackdown on Internet 
child porn distribution is the large time commitment these investigations 
require. According to the FBI, forensic examinations of a computer take 
on average forty hours to complete, depending on the computer’s condi¬ 
tion and the data volume. 287 However, an examination of a computer pro¬ 
tected by a technically savvy perpetrator can take much longer. 288 The FBI 
notes the amount of data forensic investigators must analyze has sharply 
increased due to the greater availability of high speed Internet and innova¬ 
tions in digital storage devices that have increased the volume of data that 
can be cheaply stored. 28 " In fact, a report from the Department of Justice 
Office of Inspector General detailed that although the number of com¬ 
puter forensic investigations for child sexual exploitation cases remained 
stable between 2005 and 2007, 29(1 the volume of data requiring examina¬ 
tion sharply increased by 38%, from 429 terabytes to 591 terabytes. "' 1 1 he 

Internet, along with computer innovations, have allowed child pornogra¬ 
phy distribution to increase in frequency and volume causing forensic 
examinations of computers to take much longer. Also troubling, an offi¬ 
cial with the FBI’s Innocent Images National Initiative stated forensic 
examinations on average can take 100 days; and representatives from the 
United States Attorney’s Offices have also reported protracted processing 
time for FBI forensic examination of digital evidence. As digital technol¬ 
ogy becomes both more sophisticated and less expensive, the problem 
surely will only get worse: officials with the FBI j 

the amount of digital evidence seized in child pornography cases will con¬ 
tinue to rise more quickly than law enforcement agencies’ ability to timely 
process the evidence. 292 The effect is the vast numbers of reported child 
pornography cases go uninvestigated. This is illustrated by law enforce¬ 
ment’s experience in an investigation dubbed “Operation Ore. Investi- 
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gators had the names of 7,200 suspects who had paid to access child 
pornography websites operated by a group known as Landslide Produc¬ 
tions. Law enforcement agencies were overwhelmed bv the number of' 
leads and were forced to “triage” which suspects would be investigated. 
Agencies gave emphasis to convicted sex offenders or those with immedi¬ 
ate access to children. Even with this ranking scheme, it was not possible 
to search the homes of more than a minority of the 7,200 suspects within a 


year 


294 


Another problem arises when members of Congress simply do not 
understand Internet technology or the child pornography problem. This 
leads them to draft vague laws that can inhibit Internet pedophiles' prose¬ 
cutions. For example, federal statutes criminalized the “possession” of 
child pornography. 29 " The most natural interpretation of this language is 
physical possession, i.e., physically holding child pornography in one’s 
hand. Of course, this is not how one possesses digital images and video 
which reside either on one’s hard drive or on a server m some distant 
location. Federal courts, as discussed supra,-' 0 had to use the doctrine of 
constructive possession to overcome Congress’s poor drafting. More pre¬ 
cise language, such as prohibiting knowing access of child pornography, 
may have avoided the issue entirely. 

Further, Congress writes laws that are ineffective at preventing child 
pornography production or distribution. One recent House Bill, the 
KIDS Act, 29 ' called for all registered sex offenders to register e-mail 
addresses, instant messenger screen names, and social media accounts (e.g., 
http://www.facebook.com and http://www.myspace.com) with the 
National Sex Offender Registry. The Sex Abuse Treatment Alliance 
rejected this proposal, calling it a “bootless exercise” that demonstrated 
“Congress and State Legislatures know little about how the Internet oper¬ 
ates,” 29 " Indeed, opening a free e-mail account is so simple and quick such 
legislation would probably do little to prevent child exploitation over the 
Internet. Rather, as Congressman Robert Scott recognized, “all we will 
be doing is adding another charge that could be brought after the fact.” 299 

Worst of all. Congress did not create an exception in federal criminal 
law for possession of child pornography for legitimate research purposes. 
Therefore, in certain areas (areas that either require viewing child pornog- 
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raphv or involve a risk of viewing child pornography), there is a dcaith o( 
research. This causes two problems. First, and most obvious, research does 
not get conducted that could be helpful to law enforcement agencies. Sec¬ 
ond, since law enforcement officers are the only actors who may legally 
view child pornography, the public discourse is dictated by law entoice¬ 
ment (and their generally self-laudatory narrative). " Moreover, the lack 
of an exception for legitimate research prevents an independent assessment 
of law enforcement agencies’ claims and efficacy. 

Finally, law enforcement has been ineffective against Internet child 
pornography because Internet pedophiles believe they can largely act with 
impunity. Jenkins documented the notion that most Internet pedophiles 
believe the relative anonymity and security provided by web proxies and 
other measures combined with the sheer numbers of active Internet 
pedophiles means they are sate if they avoid stupid behavior (such as 
attempting online seduction of a minor in a chat room or taking one s 
computer to a repair shop). Regarding a then-recent arrest for possession 
of child pornography, an Internet pedophile wrote on a message board, 
“fhisj crime was stupidity. Handing a laptop crammed with CP to a comp 
shop. DOH!” !l " Even following high publicity arrests like the break up of 
the Wonderland Club, it is but a hiccup for the vast majority of Internet 
pedophiles, mainly serving to stimulate brainstorming of superior security 
measures. 5,12 Further, Jenkins notes the Internet culture’s rapidly changing 
nature means long lasting effects are minimal: “For every one veteran 
scared off in 1998, perhaps ten more novices who had never heard of 
Wonderland discovered the boards afresh in the next year or so.”*” Thus, 
law enforcement’s only means of proactively preventing child pornography 
production and distribution—by using reactive enforcement and punish¬ 
ment as a means to deter future production—is a failure. 1 he crime data 
cited earlier and the documented attitudes of active Internet pedophiles 
prove that despite law enforcement’s best efforts, Internet pedophiles just 
do not think they will be caught. 


H. Conclusion 

Most agencies and individuals recognize the proliferation of child 
pornography on the Internet is a serious problem. Congress, law enforce¬ 
ment agencies, and private actors have committed significant resources 
towards suppressing the trade of child porn. The current data, howevei, 
indicates these efforts have been largely ineffective. While law enforce¬ 
ment has succeeded at driving child pornography from casual view, it 
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prospers in the Internet underground where a dedicated child pornogra¬ 
phy subculture and organized crime support it. I >espite best intentions 
and efforts, the current methods have largely tailed. 

Certainly enforcement is not easy and there are no simple answers. 
Indeed, there are significant challenges to effective policing of the Internet 
and suppressing the production and distribution of child pornography. 
The challenges, as previously shown, are multifaceted: the trans-junsdic- 
donal nature of the child porn trade creates legal and logistical problems; 
the decentralized nature of the Internet creates problems; the sophisticated 
tec linolog\' that savvy hackers use to hide their identities creates problems; 
Congress creates problems that frustrate prosecution or ineffective laws that 
could waste law enforcement resources; and the sheer number of active 
Internet pedophiles, which undermines the deterrence value of convic¬ 
tions, creates problems. 

In light of the unique challenges posed by the Internet and by this 
crime, and in light of law enforcement’s inability to stop it, something new 
needs to be done. Mere "tweaks" on current law or additional funding to 
pursue the current law enforcement strategies will simply produce more of 
tlie same: more reactive police work and convictions that do not deter 
active Internet pedophiles. Not only would that strategy fail to suppress 
the crime, it would be counterproductive; that strategy would give the 
illusion of progress and security, would not make children any safer, and 
would merely add to the growing U.S. prison population. Rather aggres¬ 
sive, outside-the-box , and even radical new ideas are needed if the 
Internet child pornography trade (and its production) is to be significantly 
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V. Going on the Offensive! 

Target\no cybercrime with up-to-date criminal laws and tougher law 
ctijorcement is only part of the solution. 11 hile criminal penalties 
may deter some computer criminals, these laws will usually come 
into play too late, after the crime has been committed and the injury 
inflicted, f Ve should keep in mind the adage that the best defense is 
a good off ense A' 4 


A. Introduction 

As the previous three sections demonstrated, child pornography is a 
significant, growing problem that inflicts great harm on children and on 
society as a whole. In the United States, Congress and state legislatures 
have devoted substantial resources to investigating the scope of the problem 
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and drafting up-to-date cyber laws. Courts have also demonstrated a will¬ 
ingness to interpret the Constitution in a manner that facilitates criminal¬ 
ization of child porn. Moreover, federal and local law enforcement 
officers, as well as private entities, have also allocated significant resources 
towards ending rampant child pornography distribution via the Internet. 
Yet, it proliferates unabated. Since traditional, reactive law enforcement 
methods have proven largely ineffective, new aggressive and proactive strat¬ 
egies are needed to combat this problem. While Internet exploitation of 
children may, unfortunately, continue to some degree, our goal should be 
to largely end open and notorious child pornography distribution over the 
Internet (and thus, substantially reduce the market for child pornography 
production). To that end, four proposals have been identified that will 
focus law enforcement’s efforts on the more egregious child pornography 
violations; and more importantly, they will significantly reduce the trade of 

Internet child porn. 


B, Create an Exemption for Viewing Child Pornography for 

Legitim a te R esea rch 

Currently, Chapter 110 of Title 18 of the United States Code does 
not provide any exemption for viewing child pornography for legitimate 
research purposes. Congress should create an exemption for possessing 
child pornography for “legitimate research purposes.” Further, researchers 
should be exempt from any reporting requirements currently imposed 
under federal or state laws. Requiring researchers to report distributors 
and possessors of child pornography would largely defeat their ability to 
conduct effective research. 

Current law criminalizes knowing possession of child pornography 
even for legitimate research purposes/” Hence, this effectively gives law 
enforcement agencies a monopoly on any activity that could result in 
viewing child pornography. This monopoly is problematic for several rea¬ 
sons. First, it prevents individuals outside law enforcement from con¬ 
ducting research about the problem. Experts from other disciplines, such 
as criminology, sociology, psychology', and psychiatry could help answer 
questions that are currently elusive, such as the extent of the Internet child 
porn trade. The current legal climate stifles legitimate research in areas 
that might result in even accidental contact with child pornography. 
Smyth remarked “[t]hose who wish to study this trade are constrained by 
the fact that the materials are so harshly criminalized that we are unable to 
view them on the Internet without committing a serious criminal offence 
and exposing ourselves to significant personal risk.” 306 Therefore, 
researchers in this area often limit their studies to official records, which 
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c;m skew the study’s conclusions. This is demonstrated by the fact that 

J 

most child pornography offender studies to date are only of those who 
have already been arrested, charged, or convicted. 1 " 7 These studies based 
upon official records, which may not be representative of all Internet 
pedophiles, may adversely affect our understanding of Internet pedophiles’ 
behavior." ' One troubling example is that recent research suggests studies 
based upon arrests and convictions may actually underestimate Internet 
pedophiles’ prior sexual contact with children. 309 

Moreover, law enforcement could harness the creative energies and 
expertise of individuals from these various disciplines to design more effec¬ 
tive enforcement and treatment strategies. Having accurate criminological 
research on Internet offenders is vital. Researchers in one article wrote, 
Understanding risk factors unique to CP users is important for develop¬ 
ing customized and more effective interventions, more accurately estimat- 

J 

ing risk to inform legal decision-making and developing prevention 
strategies and policies.” 31 " Researchers from the forensic psychiatric disci¬ 
pline echo these comments and stress the importance of further developing 
our understanding of Internet pedophiles to devise more effective offender 
profiles and better treatment procedures. 311 They argue our current under¬ 
standing of Internet pedophiles is insufficient and more research into their 
backgrounds and characteristics is needed. 312 Moreover, scholars in the 
nursing discipline a decade ago stated that more in-depth research into 
Internet pedophiles’ motivations and behaviors was “desperately 
needed.” 1 Yet since that time, as noted above, research into this area has 
been confined to official records. As it stands now, federal criminal law 
constrains researchers’ legitimate efforts outside the law enforcement com¬ 
munity and our ability to effectively police the Internet has suffered. 

Second, providing no exception for legitimate research activities 
ensures that law enforcement’s efforts cannot be independently evaluated. 
As Jenkins described this problem, “[Pjublic knowledge of this world is 
confined to whatever information law enforcement agencies deign to 
release in their public relations statements.” 314 An exemption for legitimate 
research activity is necessary for the public and law enforcement to under- 


Hthkal, and Methodological Considerations in the Internet- 
fenders. 28 Behavior Sci. L. 84, 91 (2010). 
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stand if tax dollars are spent wisely and to assess if law enforcement agen¬ 
cies have made gains towards eliminating the Internet child porn trade. 
This would allow studies of Internet pedophiles “in the wild” ( i.e ,, studies 
of pedophiles on message boards, websites, etc, where child pornography is 
exchanged) and independent audits of law enforcement’s efficacy. 

This proposal’s critics could raise two potential arguments: (1) that 
providing a legal exemption for legitimate research could, at worst, help 
Internet pedophiles avoid convictions or, at best, result in increased litiga¬ 
tion costs when defendants raise it as a frivolous defense that prosecutors 
must disprove; and (2) allowing additional individuals to view the images 
revictimizes child victims. These concerns will be addressed in order. 

The exemption’s illegitimate use can be easily remedied. Rather than 
create an exemption or a defense (thus raising an issue that could confuse a 
jury), Congress should create a provision requiring prospective researchers 
to register with the Department of Justice before beginning their research. 
Congress can delegate the authority to create specific requirements to the 
Justice Department. Such a system would probably require a combination 
of the following: affiliation with a university department or a reputable 
research center, strict record keeping, controls to prevent wider access or 
dissemination of the images, and successful completion of a background 
investigation. The exemption would be unavailable to individuals who did 
not register with the Justice Department before viewing any child porno¬ 
graphic materials, and unregistered defendants would be precluded as a 
matter of law from raising this as a defense. This would cure the problem 
of unqualified defendants either raising the defense to escape criminal lia¬ 
bility or waste prosecutorial and judicial resources on a frivolous defense. 

This program is feasible and analogous to a program that currently 
exists. This proposal mirrors the prescription of controlled substances 
implemented by the Food and Drug Administration and Drug Enforce¬ 
ment Administration (“DEA”) pursuant to the Controlled Substances 
Act. 31 " This law classifies narcotics and other illegal drugs into different 
categories called schedules. Under that program, physicians register with 
the DEA and receive a DEA number. They use the number to prescribe 
controlled substances in schedule II, 3l£l such as methadone, which the med¬ 
ical profession accepts as drugs useful for legitimate medical treatment. 
Physicians and pharmacists who dispense controlled substances are required 
to keep records for two years and make them available to inspection by 
officers of the United States authorized by the Attorney General. 31 ' This 
program demonstrates the researchers’ registration with a Justice Depart¬ 
ment agency would be feasible and effective. 


315. 21 U.S.C.A. §801 (West 2010). 

316. 21 U.S.C.A. § 812 (West 2010). 
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1 he second objection to this proposal is each time an image or video 
of child pornography is viewed the children depicted are revictimized, 
even when the images are viewed for legitimate research. Thus,, the argu¬ 
ment goes, even those with good faith intentions ought not be allowed to 
view child pornography. Two separate arguments can rebut this critique. 
First, since the children depicted in the images are not aware of the partic¬ 
ular instances the images are viewed, one may say they are harmed in an 
abstract, indirect sense. Hence, because the harm is indirect, it is largely 
contingent on the viewer’s intent, or her mens rea. If a viewer has a guilty 
mind, (i.e., she intends to view the images for sexual gratification), the 
child is harmed. Conversely, if the viewer does not have a guilty mind 
(i.c., she intends to learn from the images), the child is not harmed. This 
argument parallels an agent-centered deontologieal theory that makes the 
wrongness of an action contingent on the actor’s intent. 

Second, even if it is conceded that researchers viewing child pornog¬ 
raphy is wrong and causes harm, it is justifiable on utilitarian grounds. If 
we weigh tine harm of a few additional persons viewing the images for 
research purposes against the good created by those individuals’ research, 
then we inextricably conclude the good far outweighs any bad created. 
This is especially so since the subject depicted in the images is not aware 
they are being viewed at any particular time, hence the harm inflicted by 
legitimate research is rather low. The opportunity for researchers to learn 
new ways of stopping child sexual exploitation is great, and is certainly 
worth any downside. 


C. 


Reduce Penalties for Self-Produced Child Pornography 


Congress and state legislatures ought to reduce penalties for produc¬ 
tion of self-produced child pornography to misdemeanors for first time 
offenders, whether distributed through the Internet or through cellular 
phone messages. Further, misdemeanor convictions for self-produced 
child pornography should not require the individual to register as a sex 
offender. Additionally, law enforcement agencies and prosecutors should 
make investigation and prosecution of this material a low priority relative 
to more serious child exploitative offenses. There are two mounds that 
support this recommendation: (1) conforming law and punishment to 
fairly reflect the seriousness of the offense; and (2) allocating our limited 
investigatory, prosecutorial, and judicial resources to address the more seri¬ 
ous offenders. 

Self-produced child pornography ought to be addressed primarily as 
an educational and health matter. 1 he primary government actors that 
respond to self-produced child pornography cases should be teachers, 
social workers, and public health officials working in tandem with parents 
or guardians. That being said, as recognized by Professor Leary’s approach, 
prosecutors still have a role to play. Minor criminal sanctions for first 
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offenders, with increasing penalties for subsequent convictions, should 
remain in recognition that this material is harmful. Indeed, self-produced 
child pom does contribute to a market for child pornography. The con¬ 
cerns that child porn stimulates child molesters to pursue actual sexual 
contact crimes against real children also apply to the self-produced child 
porn variety. Further, having some criminal sanction ostensibly available 
may deter some juveniles from producing child pornography and rein¬ 
forces society’s view that this is unacceptable behavior. Complete 
decriminalization would send the wrong message to juveniles. Finally, 
there have been cases where juveniles, rather than sending illicit pictures to 
a friend or teenaged love interest, send pictures and videos of themselves to 
adults as an Internet business. These cases are dangerous, both to the indi¬ 
vidual involved and to society. Law-enforcement officers and prosecutors 
ought to have every tool available, including criminal sanctions, to address 
those egregious situations. 

Basic principles of fairness and proportionality justify reducing self- 
produced child pornography to misdemeanor-class offense. First, child 
pornography laws were created to protect children and juveniles; it is a 
perverse result for laws intended to shield children from harm to be used as 
a sword to inflict serious punishment upon them. Second, the primary 
harm of child pornography (but certainly not the only harm) is the physi¬ 
cal and psychological pain inflicted upon children and juveniles during its 
production. While it is true that teenaged individuals who self-produce 
child pornography frequently will come to regret their decision, this harm 
is not nearly equivalent to the harm inflicted by “traditional” child por¬ 
nography. Protecting juveniles from the harm of embarrassment and 
regret does not justify criminal sanctions. Third, as the age of consent is 
sixteen in many jurisdictions, it is counter-intuitive that juveniles can 
freely engage in sexual activities, but photographing themselves naked 
would trigger the heavy-hand of criminal penalties. 

Reducing penalties for self-produced child pornography and making 
them a relatively low priority for enforcement is an efficient use of our 
limited resources. As the statistics cited supra should indicate, there is 
plenty of work to spread around. Our resources should be concentrated to 
have maximum effectiveness. Hence, law enforcement should evaluate 
potential cases based on the following four criteria: 


(1) D oes it appear that an actual child is currently being 
exploited? 

(2) Is the subject of the investigation a person who has access 
to children, either personally or professionally? 

(3) How egregious is this case (ft 5 ., what does the material 
depict)? 
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(4) Will ail arrest of this subject have a measurable impact on 
reducing the child porn trade or lead to other arrests (i.e., 
distributors with large caches of child pornography)? 

Self -produced child pornography usually does not meet any of these four 
criteria. Since those criteria represent the more important priorities, 
investigating self-produced child pornography should be correspondingly 
relegated to secondary importance. 


1). iicquirc Internet Service Providers to Police their Servers for 
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Federal law should be amended to require Internet Service Providers 
to take a greater role in policing the Internet for child pornography. In 
199b Congress immunized ISPs from liability for third party content that 
travels through their network.' 1 '' If Internet child pornography distribu¬ 
tion is going to be severally curtailed, the Internet infrastructure's owners 
and operators must be enlisted in this effort. 

I he Act states, “jn|o provider or user of an interactive computer 
service shall be treated as the publisher or speaker of any information pro¬ 
vided by another information content provider.” 31 ' The rationale for this 
law was to promote the development of the Internet largely free from reg¬ 
ulation and lawsuits. ' 1 However, the Act s text would seem to merely 

J 

limit ISPs' tort liability to secondary disseminator publisher liability. 321 The 
Court of Appeals for the Fourth Circuit, in Zeran v. America Online , Inc., 
interpreted the statute to immunize ISPs not only as secondary publishers, 
but also as third-party communication distributors. ” While Zercm con- 


318. 47 U.S.C.A § 223(c)(2) (West 2000). 

319. 47 U.S.C. § 230(c)(1) (20 

320. 47 U.S.C. § 230(b)(1) 

521. .See Brian C. McManus, Student Author, Rethinking Defamation Liability for Internet 

Service Providers, 35 Suffolk L. Rev. 0)47, 650-53 (2001) (At common law, liability for libel 
and slander extended beyond the original content creator to any secondary disseminator of 
the tortuous material Courts m the United States developed three classes of secondary 
disseminators: publishers, distributors, and common carriers. Publisher liability to a private 
individual would extend to entities that negligently disseminate tortuous material, and these 
entities exercise substantial editorial control over the materials they disseminate (such as 
newspapers and book publishers). Distributors are entities that have more limited control 
over the communications, such as libraries and bookstores. While these entities 
theoretically could monitor the content of the material they disseminate, it would be very 
difficult and expensive, thus distributor liability for defamation is more limited chan 
publisher liability. Courts apply a reckless or actual malice standard, and only when the 
secondary disseminator had actual or constructive knowledge of the defamatory 
communication. Finally, common carriers are entities, such as telephone companies, that 
have little to no capacity to monitor the communications they disseminate for defamatory 
material. Thus, the law imposes no liability on common carriers even when they 
knowingly disseminate defamatory communications.). 
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corns defamation tort law, ISPs have relied upon it to effectively shield 
them from all legal liability for either negligently or even knowingly 
allowing their servers to host child pornography; and thus, it effectively 
absolved ISPs from any obligation to police their networks/ 2,1 

Commentators have criticized courts for interpreting section 
230(c)(1) to immunize ISPs from distributor liability. 524 The statute, in 
coordination with expansive judicial opinions, has created a “liability-free” 
zone where wronged consumers have no remedies and ISPs no incentive 
to secure their networks. 32 ' 1 While forbidding ISP liability may have been 
appropriate in the Internet’s formative years, it no longer makes sense in 
today’s world with a nearly ubiquitous Internet. Currently, ISPs reap all 
the financial rewards but are not responsible for any of the costs. 

Congress should amend the Communications Decency Act to restore 
ISPs’ distributor liability. A “notice, takedown, and put-back” regime, as 
proposed by Professors Rustad and Koenig, would provide the right bal¬ 
ance of liability and fairness. 32(1 As they note, “This modest tort reform 
will help put cybertort law in motion by requiring that an ISP take on a 
more dynamic role in preventing ongoing torts in cyberspace. Overly 
broad immunities have historically encouraged corporate irresponsibility 
and this pattern continues to this very day.” 327 ISPs own the network 
infrastructure Internet pedophiles use, ISPs have the most direct access to 
the Internet child pornography, and ISPs have technical know-how to 
clamp down on this crime. As such, they are in the best position to effi¬ 
ciently and effectively act against child pornography distribution. Indeed, 
Rustad and Koenig have described ISPs as the “least cost avoider” to act 
against cybercrimes and cybertorts: 


The ISP is in a superior position to install software that 
‘yields the greatest net saving (or smallest net loss) in total 
costs. . . . Online intermediaries such as AOL are recur¬ 
rently the only entities that have the available technologies to 
unveil abusive posters, promptly take down offensive web¬ 
sites, or rescind accounts of cyber-recidivists. . . . The TSP is 
generally in the best position to develop comprehensive 
authentication systems to reduce anonymous crimes and 


323. See Doe v. America Online, Inc., 783 So. 2d 1010 (2001) (holding that the plain 
language of the federal Communications Decency Act, in accordance with Zcmn, barred 
petitioner’s suit against an ISP for failing to remove child pornographic images depicting 
petitioner’s son). 
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Requiring ISPs to take a greater enforcement role is the most effective and 
efficient means to aggressively ending rampant child porn distribution on 
the internet. Moreover, this would free law enforcement agencies to tar¬ 
get the most egregious distributors and producers of child pornography 
and child sex trafficking. 

This regime would require (in addition to the existing reporting 
requirements) ISPs to take down any child pornography websites residing 
on their sewers or block transmission of child pornography through their 
network of which they have actual notice. Actual notice would constitute 
information an ISP’s employees gleaned through normal operations and 
through tips received from individuals unaffiliated with the company. 
Failure to take down/block transmission of child pornography when the 
ISP has actual notice would give rise to civil liability and regulatory sanc¬ 
tions. Should the content provider demonstrate the content does not 
depict a child under eighteen, the law will require the ISP to put the con¬ 
tent back online within a reasonable time period. Additionally, this pro¬ 
posal includes an option for ISPs to bring a tort action against individuals 
who make false reports in bad faith. 

Some commentators have argued a regime that imposes liability on 
ISPs for cybercrimes and evbertorts, based only on actual notice, fails for 
three reasons: (1) it does not go far enough in enlisting ISPs to fight these 
problems; (2) since liability is predicated on actual notice, this regime will 
inccntivize ISPs to police their network even less than they do now; and 
(3) it. may be technologically impossible to control Internet child pornog¬ 
raphy distribution; thus, it is unfair to impose liability on ISPs for conduct 
they cannot control. I will address each of these criticisms in turn. 

Rather than impose strict liability immediately or implement a struc¬ 
tured regulatory regime, a measured approach that triggers liability based 
only upon actual knowledge is a preferable first step, ft is prudent to take 
small steps in an area that has far reaching effects on government entities, 
businesses, academics, and private citizens alike. Further, a knowledge- 
contingent liability scheme is less costlv to administer than a fault-based 
scheme or a government administered regulatory regime. Tort schemes 
that focus on fault of the actor (such as negligence) require time consum¬ 
ing and expensive fact-finding by courts. A regulatory scheme would also 
have associated costs and may not achieve the desired results with ade- 
quacy. Finally, it is not yet known if ISPs can effectively mitigate child 
pornography distribution. Imposing strict liability at the outset for behav¬ 
ior they do not commit and cannot control would be manifestly unjust. 
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Some commentators who favor a law and economics approach have 
asserted that imposing strict liability on ISPs for cybertorts would result in 
optimal deterrence. They argue that knowledge-contingent standards— 
the type of standard proposed here—not only fail to provide optimal 
deterrence but also incentivize ISP misconduct. Assaf Hamdani writes, 
“Knowledge-contingent standards not only eliminate incentives to moni¬ 
tor, but also create incentives for ISPs to maintain their ignorance to mini¬ 
mize their liability exposure.” 329 This argument is flawed because it 
assumes a simplistic response by ISP decision makers. As this is a statutory- 
based remedy, ISPs understand that Congress can amend the statute at any 
time. Evidence of industry-wide intentional ignorance would only pro¬ 
voke Congress to pass more onerous regulations. It would be in the ISPs’ 
best interest to comply with the spirit of the law rather than merely the 
letter of it. Further, imposing strict liability would result in many deleteri¬ 
ous side effects. First, it is conceivable that imposing strict liability would 
cause costs to rise significantly, which would ultimately be passed onto 
consumers. Second, it would likely result in substantial over deterrence by 
ISPs in the form of excessive monitoring or censorship. Unlike, for exam¬ 
ple, an automobile manufacturer, ISPs do not bear over deterrence costs. 
A car manufacturer has to strike the right balance between its cars’ safety 
and cost in order to keep prices down and turn a profit. ISPs, on the other 
hand, do not have that concern. They do not internalize the value of 
hosting risque photographs; ISPs only assume liability that a photograph 
that was borderline legal was actually illegal. Further, it costs virtually 
nothing to remove a picture from a server, and picture removal does not 
increase customer costs. Thus, there is no deterrence to excessive censor¬ 
ship. Hamdani recognizes that, while strict liability for ISPs may provide 
optimal deterrence for ISPs perpetuating cybercrime (including hosting 
child pornography on their networks), it would result in the aforemen¬ 
tioned side effects: “[strict liability] would result in over deterrence, the 
adoption of overly aggressive monitoring policies, and excessive censorship 
practices by ISPs.” 33 *’ Tying ISP liability to actual knowledge remedies the 
over deterence problem. 

Finally, it is not unfair to impose limited liability on ISPs when they 
have actual knowledge of child pornography being hosted on their servers 
or travelling through their network. While it may have been good policy 
during the formative years of the Internet to shield ISPs from liability to 

o j J 

spur innovation, the Internet is now a well-entrenched technology. It is 
now appropriate for ISPs to reinvest some of their profits into making the 
Internet safer and more secure. Further, distributor liability based on 
actual knowledge is a well-recognized concept in defamation tort law\ It it 
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is fair to hold libraries and bookstores accountable for knowingly distribut¬ 
ing materials containing defamation, then it seems perfectly reasonable that 
ISPs can likewise be held accountable when they have actual knowledge of 
child pornography on their networks. 

Additionally, arguments that it would be unfair to impose liability on 
ISPs because it is technologically impossible or infeasible for them to 
remove illegal content are unpersuasive. First, this proposal does not 
impose a generalized duty to monitor; it is a narrowly tailored proposal 
based on actual knowledge. Surely, it is not technologically infeasible to 
merely require ISPs to act against child pornography of which they are 
aware. Second, imposing limited liability will force ISPs to innovate and 
invent new technology to increase Internet security: “The imposition of a 
greater duty of care will rekindle research into how to plug security holes, 
trap cybercriminals, block spam, disable pornographic pop-ups, and stifle 
the growth of website creepy crawlers.’* 1 ’ 5 


E. Allow Internet Vigilante fits lice 

Despite law enforcement agencies’ best efforts, child pornography 
distribution continues to grow, One can expect this growth to accelerate 
as more countries gam Internet access, especially at broadband speeds. 
Jenkins, in his study of Internet pedophile discussions on message boards, 
notes arrests and prosecutions provide little deterrence.’ 12 Internet 
pedophiles view law enforcement as too few and too technologically unso¬ 
phisticated to be a serious threat. The few who are caught were cither 
behaving stupidly or were simply unlucky. Thus, the deterrent effect of 
even large-scale raids, such as the raid on Wonderland, are blunted because 
Internet pedophiles presume those arrests are isolated events. Further, in 
the fast-paced world of the Internet, law enforcement raids are but “a 
minor hiccup in business as usual.” 33 '’ 

Efforts of hacker vigilante groups, however, do seem to provide 
deterrence that law enforcement officers cannot. Unlike law enforcement 
officers {in the eyes of the Internet pedophiles), vigilantes possess com¬ 
puter skills equal to their own and are not constrained by the limits of the 
law. Jenkins describes the deterrent effect of hackers versus that of federal 
law enforcement officers as being much greater: 

Though viewing child porn sites might, theoretically, attract 
massive punishment from the federal government, the odds 
of detection are felt to be slim, say, one chance in many 
thousands. In contrast, the odds of encountering a virus or 

o 

Trojan planted by a vigilante are very strong indeed perhaps 
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10 or 25 percent, and this high likelihood of damage is 
clearly enough to make one stop and think. 314 

Internet pedophiles perceive the risk of detection and damage from 
Internet vigilantes as much greater than detection from law-enforcement 
officers; thus, if Congress freed ethical hackers’ concerns about being pros¬ 
ecuted for federal cyber law violations, it could increase the deterrent 
effect with the fear of hackers. Thus, to augment the efforts of ISPs and 
law' enforcement agencies, federal law should be amended to decriminalize 
hacking and damaging computers used for Internet child pornography 
distribution. 

The primary federal statute proscribing cybercrime in the United 
States is the Computer Fraud and Abuse Act (“CPA A’'). 3 "'” This Act 
criminalizes unauthorized access to a computer system and any subsequent 
damage caused. The statute does not discriminate between ethical, good 
faith hacks and unethical, malicious hacks. Congress should amend the 
statute to allow ethical hacking against Internet pedophiles. There are two 
ways Congress could write the law: (1) create a legal regime that provides 
safe harbor for ethical hackers who comply with certain regulations; or (2) 
decriminalize ethical hacking against Internet pedophiles who distribute 
child porn and make the hacker strictly liable if she misidentifies as a target 
someone who is not engaged in trafficking child porn. The second option 
is preferable. It places the onus on hackers to be careful when selecting 
their targets, and it avoids the messy situation of Congress explicitly 
encouraging vigil antism. 

Decriminalizing ethical hacking is advantageous over current cyber 
law. Trevor Thompson describes the current cyber law regime as neither 
effectively discouraging malicious hackers nor incentivizing good faith 
hackers: “In the absence of an effective punitive response, these laws 
under deter malicious hackers while over deterring the pro-social hackers 
who cannot balance the risk of punishment with any pecuniary gain of 
their own.” 336 Amending the law to decriminalize ethical hacking of com¬ 
puter systems would realign incentives, allowing more ethical hackers to 
act against Internet pedophiles without fear of legal retribution, thereby 
enhancing their actions’ deterrent effect. 

While certainly a provocative proposal, decriminalizing ethical 
Internet vig il an tism is not wholly without support in actual law enforce¬ 
ment practice or in academic literature. There have been documented 
cases of federal agents working with Internet vigilantes to arrest and prose- 
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cute Internet pedophiles.Further, several commentators have proposed 
amending federal cyber law to allow ethical hacking or, at minimum, to 
allow “self-help” in cyberspace. 33 * Michael O’Neill has analogized the 
Internet to the American Old West, when pioneers “could not reliably 
count on the local sheriff to protect them, and instead kept a weapon 
handy to stymie potential aggressors . . . 3- ” In the face of the govern¬ 

ment s inability to effectively police the Internet and rout out Internet 
pedophiles, ethical hackers’ energies and talents should be harnessed to 
make the Internet safe just as self-help was utilized to conquer the for¬ 
merly lawless Old West. 

Internet pedophiles’ computers do not merit the protection of law 
from vigilante damage. The child porn trade produces no redeeming soci¬ 
etal value. It fuels a market for the physical abuse and sexual exploitation 
of juveniles and children, and it makes the Internet a more dangerous and 
vile landscape for all users. The only legitimate objection to unleashing 
ethical Internet vigilantes against child porn distributors is based upon effi¬ 
cacy of the proposal: would Internet vigilantes cause more harm than 
good? Commentator Oriri Kerr raises several objections to Internet self- 
help, but he does not base his objections on the ethics of allowing ethical 
Internet users to defend themselves in cyberspace. 3411 Rather, he makes his 
objections on logistical grounds, such as how can one readilv identify one’s 
attacker in cyberspace in order to exact revenge without accidently attack¬ 
ing too many innocent actors. 3 " But objections such as these concede that 
self-help and Internet vigilantism may he morally praise worth v and only 
question how' to craft a regime that works without excessive collateral 
damage. Even while criticizing Internet vigilantism, Kerr concedes “ 
[responses to computer crime must look at least in part beyond criminal 
law.”' 4 - A narrowly crafted legal scheme that allows for ethical hackim 
and places the onus on hackers to ensure their targets are actually engaged 
in illegal conduct, with strict liability for when the hacker is mistaken, 
should prevent an excessive number of attacks on innocent computer 
bystanders. 

Moreover, imposing strict liability on ethical hackers would effec¬ 
tively prevent widespread misfeasance without over deterring ethical hack¬ 
ing. This scheme mirrors tort law that allows for citizens arrest, 343 which 
imposes liability on a Good Samaritan who aids a police officer in an arrest 
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if the target of the arrest was not engaged in actual wrongdoing. Yet this 
tort liability has not deterred citizens throughout the country from step¬ 
ping in to assist law enforcement officers on countless occasions. Indeed, 
even under current law, which criminalizes ethical hacking, it still is wide¬ 
spread. For example, Jenkins documented how groups like the Ethical 
Hackers Against Pedophilia engaged in a widespread and effective cyber 
war with Internet pedophiles in the summer of 2000k 44 '1 hus, imposing 
strict liability on hackers, should they damage an innocent person’s com¬ 
puter, will not over deter and undermine the proposal’s intent. 


F. Conclusion 

Internet child pornography distribution is a widespread problem that 
has serious consequences on children and on society as a whole. Data 
conclusively establishes the current enforcement paradigm is not ade¬ 
quately deterring the production and distribution of this material. Further, 
the reverse is true: over the last decade, despite increased legislative, judi¬ 
cial; law enforcement; media; and academic attention, the trade has grown 
significantly. Aggressive, creative solutions are needed to protect children 
and juveniles from Internet pedophiles and to make the Internet safe for 
all. The aforementioned four proposals would: (a) increase our knowl¬ 
edge and understanding of Internet child pom distribution, hence increas¬ 
ing our ability to effectively fight the trade and rehabilitate offenders; (b) 
focus law enforcement resources on routing out the more egregious mater¬ 
ials and targeting the actors with greatest moral culpability; (c) would enlist 
greater participation by ISPs in the fight against child porn, thus leveraging 
the strengths and talents of those who own and operate Internet infrastruc¬ 
ture; and (d) would substantially increase the deterrent effect of Internet 
vigilantes by freeing them from a restrictive legal regime that fails to deter 
malicious hackers but deters ethical hackers from aiding the community. 

Granted, these four proposals are not the only options for fighting the 
Internet child porn trade. Moreover, these proposals will have to be fur¬ 
ther explored before they can be implemented as policy. Yet the future 
course of action is clear. Congress and policymakers ought not focus on 
reactive laws and policies that address the crime after it is committed, such 
as sentencing enhancements and longer prisoner terms tor Internet 
pedophiles. These policies have minimal deterrent effect: most Internet 
pedophiles simply do not believe they will ever be caught. And, although 
it mav be of comfort to a child victim that her abuser is later brought to 
justice, our focus ought to be preventing that abuse from occurring to 
begin with. Moreover, merely increasing funding for law enforcement 
agencies, while helpful, will do little to address the core problem. 
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Rather, policymakers must turn to aggressive, creative laws and strat¬ 
egies that focus on the most egregious offenders and deter production and 
distribution ot child pornography from its sources. The ultimate goal 
should he the virtual elimination of the Internet trade of child pornogra¬ 
phy in the United States. To accomplish this, policymakers must leverage 
tnc talent and expertise ol all Internet stakeholders: law enforcement 
agencies, academia, nonprofit organizations, ISPs, ethical hackers, and 
good faith citizens. Internet child pornography distribution is not an 
intractable problem, but it does require creative solutions that differ from 
the current enforcement paradigm that is effective against localized street 
crime. Policymakers must shift their mindset from the reactive to the 


proactive; they must go on the offensive. 


